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Personal Information Security

OSINT Online 

OSINT ONLINE

OSINT ONLINE

Cynthia is a…

• Librarian
• Analyst
• Security Practitioner
• Investigator
• Author of: 

– Business Background Investigators
– The Manual to Online Public Records
– Web of Deceit
– Data2Know.com: Internet & Online Intelligence 

Newsletter
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Cynthia tell them about the trends in…

• Geo location through 
– Maxmind.com
– Regex.info/exif.cgi

• Facebook updates
– Photos
– Cell phones
– 1 billion targets

OSINT ONLINE

Online Investigative Scenarios
• Security: Watching protestors online.

• Loss Prevention: Locate goods in craigslist.com and intellectual 
property on Myspace.com

• Competitive Intelligence: Google.com  - confidential <company 
name> filetype:ppt

• Opposition Research: Grab Form 990’s on your non-profits 

• Asset Forfeiture: Getting divorced?  Funding Terror? Hunting 
fraudsters?

• Due Diligence: Conduct due diligence quickly and cheaply.

• Criminal Actions: Trace cellphone, PO Box & elusive email.

OSINT ONLINE

The law

• Legal issues are best covered with your legal 
counsel.  

• The law varies depending on your purpose:
– Hiring
– Investigations
– Vetting

• In Germany an employer can look at Linkedin, but not 
Facebook for hiring.

• There really are no definitive rules on investigating in 
Social Networks anywhere on the planet. 
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Open Sources

OSINT ONLINE

Official Public Records

• Litigation history
• Media history
• Business & personal 

affiliations
• SEC filings
• Corporate records
• Regulatory history
• Property records
• Academic records

• Financial records
• Vendor & supplier 

relationships
• Board appointments
• Liens, Judgments & UCCs
• Subsidiaries & franchises
• Physical assets
• Intellectual property
• Political & charitable causes

Depending on the country public records do exist but 
are not as readily available or legal to obtain. 

OSINT ONLINE

Who’s out there?
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Patricia Russo

OSINT ONLINE

• Bart Ross (57) electrician and cancer survivor who had spent 
the final years of his life in an escalating spiral of anger trying 
to blame doctors and lawyers for what he deemed ineffective 
care during his cancer treatment. Ross was believed to have 
killed a Chicago federal judge's husband and mother (Michael 
Lefkow [64] and Donna Humphrey [89], respectively) in 
retribution for having his case thrown out of federal court and 
was linked to the killings by a DNA match to a cigarette butt 
found at the scene of the murders. Ross killed himself after a 
routine traffic stop in Allis, Wisconsin on March 9, 2005.

OSINT ONLINE

Kidnapped ex-Sara Lee 
Exec Found Dead in Tenn.
• James David Cockman, 71, had been missing from 

Landrum, SC after a planned meeting with a couple 
interested in buying his sport utility vehicle, Tuesday, 
Sept. 14.

• The Greenville County Coroner's Office ruled Jim 
Cockman's death a homicide. The deputy coroner said 
that duct tape had been wrapped around Cockman's
head from his shirt collar to his eyebrows, and that 
Cockman suffocated as a result. Police say murder 
charges may follow for the two in custody.
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Who’s Out There?

OSINT ONLINE

Essex Police Officers

• Officer Russell Gingras, Resident Trooper John Mesham, Corporal Marc
Pisciotti, Police Officer Trainee Salvatore Bevilacqua, and Corporal
Patrick Bowers

• Source: http://www.essexct.gov/images/police/induction.html

OSINT ONLINE

Public: Zabasearch
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Google Maps

OSINT ONLINE

Pseudo-Public Records

• Telephones 
• Voter registration
• Vehicles
• Lawsuits
• Judgments
• Liens/Loans

• Magazine subscriptions
• Warranty cards
• Credit cards
• Cell phones
• Photographs
• Any open source, such 

as Web sites or media 
captures

OSINT ONLINE

Can we look that up?
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What can we look at in open source?

OSINT ONLINE

Domaintools.com

OSINT ONLINE

Proxy’ed Domain

Words to look for:

WhoisGuard
Domains by Proxy
Protected
Secure
Private
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Scroll up and look for the tabs

Select Server Stats
Then click the IP 
Address

OSINT ONLINE

Leads!

OSINT ONLINE

Check out Donnellyweb.com
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Social Networks

OSINT ONLINE

Public Information

• Business profile
• Academic history
• Business connections
• Personal affiliations
• Hobbies
• Sports teams
• Opinions
• Work schedule
• Height, weight, gender
• Travel schedule
• Caffeine or no?

• Intellectual property
• Political & charitable causes
• Photos of yourself, your 

family and friends
• Videos inside facilities
• Where you are and what you 

are doing every minute of the 
day!

• Updates on family events
• Drug habits
• Illnesses
• Sexual preferences

OSINT ONLINE

oChildren are posting
o Predators

oBusiness Professionals are posting
o Competitors and Bosses are watching

oEveryone’s posting
o Reality TV meet Reality Blogger

Some examples of over exposure!

No one seems concerned
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The Weakest Link

• Vincent "Make everyday the best 
day of your entire life!!!!" 

• Male 24 years old
• Clifton, NEW JERSEY 

Works for Large German 
Manufacturing Company

• Former Marine

Are those network schematics?

OSINT ONLINE

Hello?

• Employed by:

• Large German Manufacturing 
Company 
Passaic, NJ, US
Computer Programmer
01/04....CURRENT

CENSORED

OSINT ONLINE

Meet Peter from Happy Family Company
• Male 22 years old

Los Angeles, CA
• HFC Feature Animation
• Burbank, CA, US
• Programmer, Editorial/Post-

Production Technical 
Department

• Lawrence Livermore 
National Laboratory

• Livermore, CA, US
• Computer Programmer 

Intern, Defense Nuclear 
Technology

• Peter’s packing!
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Some others?
• George Sodini

• Nidal Hasan

• Jared Loughner

• James Holmes

• Anders Behring Breivik

OSINT ONLINE

Social Network Searches

OSINT ONLINE

Web 2.0 & Social Network Sites

• Facebook.com
• Myspace.com
• Orkut.com
• Technorati.com
• Icerocket.com
• Ebay.com
• Flickr.com
• Spokeo.com
• Match.com
• Linkedin.com
• Lococitato.com
• Yoname.com
• Youtube.com
• Twitter.com

• Friendwise.com
• Blogs.com
• Cuil.com
• Alt.com
• Bebo.com
• Imeem.com
• Kiwipulse.co.nz
• Hi5.com
• Feedfinder.com
• Hives.com
• Delver.com
• Spoke.com
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Linkedin.com
Tips:
1. Read everything.

2. Find out who he 
recommends.

3. Find out who 
recommended him.

4. Look for 
inconsistencies with 
what you already 
know.

5. Look for leads to 
other professionals 
also searched on.

OSINT ONLINE

Facebook.com
• Tips:
1. Do not assume that 

everyone’s Facebook page is 
secured.

2. Use the lists of friends, which 
are available in most cases to 
credit associates lists.

3. Check out the networks they 
are a member of!

4.Write their name after the URL 
as follows

Facebook.com/fullname

OSINT ONLINE

Twitter.com

• Search.twitter.com
– Start with the basic search. Try the person’s name, cell 

phone number, or user handle if you have it. If not, then 
use the advanced search feature and try searching 
places “Near this place” option.  

– Don’t understand what they are saying? Visit 
http://search.twitter.com/operators
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Friendfeed.com

• Friendfeed.com
– Conduct searches in the same fashion you would for 

Twitter. Here, though, Friendfeed catalogs its own blog 
feed, Twitter, YouTube, Digg.com, StumbleUpon.com, 
Delicious.com, and other social networks for your 
viewing.

OSINT ONLINE

Kurrently.com
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Technorati.com

Try searching “hate my job”

OSINT ONLINE

Icerocket.com 
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Flickr.com

Try searching “at work” or for your company!

Try searching “at work” or for your company!

OSINT ONLINE
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Pipl.com
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Spokeo.com

OSINT ONLINE

Yasni.com
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Yatedo.com

OSINT ONLINE

Zabasearch.com – US Public Records

OSINT ONLINE

Thank you!

Cynthia Hetherington 
Hetherington Group

ch@hetheringtongroup.com
973-706-7525

Keep up with Data2Know.com newsletter!


