Omni Channel Fraud

Fraudsiers Are On The Move
—1s Your Bank Ready To Keep Up?
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Disclosure: The comments and opinions
expressed in today’s session are my own and not
necessarily those of Fifth Third Bank.
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Fraud Risk Professionals Are Being Forced To
nink About Fraud In New Ways...
Ur Risk Failure.




Our Lens Of Fraud



J9Ang meuls

19SSy

daJsin

15t Party

ddy pneu4

3"d Party
I |
<

Hsodaq peg

3ui

ddy pneJ4

140

ua|01§

pasaly

pneJj epun| —1noisng

[N

1St
Party 3" Party

140

olv

3" Party

ua|015/1s07

ddy pneJs4

c
©
@)
—
| -
Q
&
-
(V)]
c
(@)
@)

>

5

— ©

a
o
(Up)]
@)
o
Q
()]
©
| -
©
@)




J9Ang mens

19SSy

daJsin

olv

ddy pneu4

3"d Party 15t Party

Hsodaq peg

3ui

ddy pneJ4

ua|01s

paudy

pneJj epun| —1noisng

[N

1St
Party 3" Party

olv

3" Party

U9|031S/1507

ddy pneJs4

c
©
@)
—
| -
(o]
-
S
wn
c
@)
@)

>

5

— (©

a¥
-
(V)]
(@)
o
Q
()
©
| -
(q0)
@)




Call Center
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The Frauser’s View Of Banks
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Tomorrow

Faradigm dhift:
Static Authentication




Haradigm Shitt:

We Can Manage Fraud Within Channels & Instruments




Haradigm Shitt:

Customers Are The Victims

True... But, Not Always.



"800

K R 4 **Fraud Alert**

. . Dear Bank Customer, We

- ) have noticed suspicious - From
‘ ' ' activity on your account.
'. ” Call us at 800-igo-tyou. bhoAodyd ‘ ‘444 ‘ ome

UrBanks Fraud Department ACT01 11
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Haradigm Shitt:

Scam Victims Are Not a Bank's Problem

#Account Closures #CRA #Reputational Risk #LostRevenue
#Futurecustomer #Brand #fraudtarget #multiproduct



What Can We Do To Manage The Risk?



Best Practice:
Enlist Customers In The Fight




Best Practice:

Deputize Everyone

Establish Identification &
Referral Program
Training & Awareness
What To Do’s...

Make It Simple
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Best Practice: Detection
Destroy dilos
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Controls Controls

Best Practice:
Iransaction Integration




The Take-away












Our Defenses, Policies and Anti-Fraud Programs Need
Migrate To A Customer Centric Approach.

Know Your Customers Better Than The Fraudsters Do.



lan T. Mitchell
3/; ian.mitchell@53.com

FIETH THIRD BANK Fifth Third Bank
VP, Director Enterprise Fraud Risk Management
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