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Agenda 

• Threat Trends 
o Who is behind the attacks & why? 

o What are the bad guys doing? 

• Mitigation Techniques 

• What’s Next? 



Introduction 
Citi’s Cyber Intelligence Center (CIC) 

• Established to address the evolving and maturing threat 

landscape, including well organized and sophisticated attackers. 

• Mission:  as part of an “intelligence led” strategy, enhance the 

safety and soundness of the global Citi franchise by sharing timely 

and actionable intelligence to Citi stakeholders who are 

empowered to take action and providing situational awareness 

to internal decision-makers. 

3 

• Typically still individual players 
• Premeditated and planned actions 
• Driven by desire for financial gain 

• Individual players 
• Opportunistic and casual 
• Driven by desire to ‘prove they can’ 

• Organized Crime & Nation States 
• Highly organized and well funded 
• Driven by the opportunity for 

financial or geopolitical gain 

1990 2014 2000 

In
cr

ea
si

n
g

 
S

o
p

h
is

ti
ca

ti
o

n
 



Cyber Threat Actors 
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Cyber Criminals 

Motivation:  Make Money 

Methods: Very mature underground  
economy supporting every facet of  
cyber criminal activity 

Hactivists 

Motivation: Seek Publicity to their  
Geopolitical agenda 

Methods: Disruption and 
Defacement 

Cyber Terrorism 

Motivation:  Instill fear to have targets comply with  
demands or ideology 

Methods: Currently using Cyber to “Enable” their  
programs (Recruit, Incite, Train, Plan & Finance).  
But there is growing concern they can easily acquire  
“Disruptive” and possibly “Destructive” capabilities. 

Nation State 

Motivation:  Political advantage to improve self interests 

Methods: Advanced operations to target specific individuals to gain a foothold  
into target’s infrastructure. Once a foothold is established, adversary is very  
patient to perform reconnaissance and methodically plan their attack.  Often  
leaving back doors to re-establish access to the target in case their primary  
means is identified and mitigated. 



What is Malware? 

• Malicious Software 

• Types 
o Virus 

o Worm 

o Trojan Horse 

o Adware (aka Malvertising) 

o Crimeware 

o Spyware 

o Scareware 

o Rootkits 

 



Cybercrime Operations 

Source:  iSight Partners 

• Adversaries are highly motivated, sophisticated, 
extremely well organized, and collaborative. 



Internet Crime:  exploiting the web 

to link suppliers and users 

• Online libraries and advertisements of stolen 
data 

• Education on how to launch spamming, 
phishing, and key logging attacks 

• Advertisements for partners for complex fraud 
schemes 

• Recruitment 

• Detailed info sharing on technical vulnerabilities 
of software and specific financial institutions and 
their service providers 
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Russian Hacker Toolkit and Tutorial 

1. Advanced Hacking Guide with Metasploit  

2. Malware Development (RATS, botnets, 

Rootkits)  

3. Convert exe into PDF, XLS, DOC, JPG 

4. Exploit development guide  

5. Tech Tricks (Spoofing-SMS, email, call)  

6. Download any Free Apple Apps 

7. Credit Card Hacking  

8. Netbanking Hacking-bypass Virtual 

Keyboard  

9. Spreading guide to Infect 100K/Victims 

per day  

10. Advanced Email Hacking Tricks  

11. SET(Social Engineering Toolkit) module  

12. Links to other Russian hacking sites 

8 



Basketball league is headed by Sergei Ivanov, a former KGB 

officer who was tapped by Russian President Vladimir Putin as 

deputy prime minister of Russia. 
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Chronopay direct participant on several major cyber-crime operations 

including music piracy, DNS changers, scareware, and fake pharmacy 

distribution networks. Igor Gusev, a former partner of Vrublevsky, 

claimed that Vrublevksy was also behind RedEye, a notorious organizer 

of spam, fake anti-viruses, and porno distribution networks. 



Malware Infection Techniques 

• Phishing – Widespread email – lots of victims 

• Spear-Phishing – Targeted email aimed at a few victims 

• Drive by Download– Tricking search engines (Google, Bing, 

Yahoo, etc.) to display links to malicious content  

• Fake Anti-Virus Software – Alarming user with false infection 

warning, tricked into downloading malware 

• Pharming/DNS Redirection – Modifying user PC or DNS provider 

to send traffic to malicious servers 

• Drive by Email– Opening email or preview panel 

 

 

FS-ISAC CONFIDENTIAL 
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Drive by download 

1. ICC Cricket World Cup 2011 Wallpaper  
www.thecricfanclub.com/wallpapers/icc-cricket-world-cup-2011Cached 

You +1'd this publicly. Undo 

4 hours ago – Download Wallpapers of ICC Cricket World Cup 2011. Cricket Leading Portal, The Cric Fan Club Offers World Cup Cricket 
Wallpapers in ... 

2. World Cup Wallpaper | unOfficial FIFA WorldCup Wallpapers Site ...  
www.worldcupwallpaper.com/Cached - Similar 

You +1'd this publicly. Undo 

World Cup Wallpaper | unOfficial FIFA WorldCup Wallpapers Site - worldcupwallpaper.com. 

3. World Cup Wallpapers   
www.worldcupwallpapers.com/Cached 

You +1'd this publicly. Undo 

Cool World Cup Wallpapers. ... 1682 views World Cup Wallpapers Germany team2. 2.38/5. World Cup Wallpapers Mario... 963 views World 
Cup Wallpapers ... 

4. FIFA Football World Cup 2010 Wallpapers (for Minimalism Lovers ...  
www.smashingmagazine.com/.../fifa-football-world-cup-2010-wallpa...Cached - Similar 

You +1'd this publicly. Undo 

Jun 6, 2010 – The 2010 Football World Cup is coming up in a couple of days and we decided to celebrate this event with an exclusive set 
of very simple ... 

5. Soccer Desktop  
www.soccer-desktop.com/Cached - Similar 

You +1'd this publicly. Undo 

Free soccer desktop wallpapers, screensavers, cursors and icons. ... Steven Gerrard Wallpapers. Posted by admin ... Some WorldCup and 
Sexy Screensavers ... 

6. ICC World Cup 2011 Wallpapers - Santabanta.com  
www.santabanta.com › CricketCached 

You +1'd this publicly. Undo 

Wallpaper # 1-10 of 25 ICC World Cup 2011 wallpapers at 1024x768, 1280x1024 and 1280x800 resolution with ICC World Cup 2011 desktop 
pictures, photos ... 
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http://www.thecricfanclub.com/wallpapers/icc-cricket-world-cup-2011
http://www.thecricfanclub.com/wallpapers/icc-cricket-world-cup-2011
http://www.thecricfanclub.com/wallpapers/icc-cricket-world-cup-2011
http://www.thecricfanclub.com/wallpapers/icc-cricket-world-cup-2011
http://www.thecricfanclub.com/wallpapers/icc-cricket-world-cup-2011
http://webcache.googleusercontent.com/search?q=cache:-DbAg59_iB0J:www.thecricfanclub.com/wallpapers/icc-cricket-world-cup-2011+world+cup+wallpaper&cd=17&hl=en&ct=clnk&gl=us
http://www.worldcupwallpaper.com/
http://www.worldcupwallpaper.com/
http://www.worldcupwallpaper.com/
http://www.worldcupwallpaper.com/
http://www.worldcupwallpaper.com/
http://www.worldcupwallpaper.com/
http://www.worldcupwallpaper.com/
http://www.worldcupwallpaper.com/
http://www.worldcupwallpaper.com/
http://www.worldcupwallpaper.com/
http://www.worldcupwallpaper.com/
http://www.worldcupwallpaper.com/
http://www.worldcupwallpaper.com/
http://webcache.googleusercontent.com/search?q=cache:_uLqld1VCUgJ:www.worldcupwallpaper.com/+world+cup+wallpaper&cd=18&hl=en&ct=clnk&gl=us
/search?hl=en&rls=com.microsoft:en-us:IE-SearchBox&rlz=1I7ADBR_en&q=related:www.worldcupwallpaper.com/+world+cup+wallpaper&tbo=1&sa=X&ei=DWycTvfZL4nq0gGzqMXFBA&ved=0CGcQHzAR
http://www.worldcupwallpapers.com/
http://webcache.googleusercontent.com/search?q=cache:HDueiTROsnEJ:www.worldcupwallpapers.com/+world+cup+wallpaper&cd=19&hl=en&ct=clnk&gl=us
http://www.smashingmagazine.com/2010/06/06/fifa-football-world-cup-2010-wallpapers-for-minimalism-lovers/
http://www.smashingmagazine.com/2010/06/06/fifa-football-world-cup-2010-wallpapers-for-minimalism-lovers/
http://www.smashingmagazine.com/2010/06/06/fifa-football-world-cup-2010-wallpapers-for-minimalism-lovers/
http://www.smashingmagazine.com/2010/06/06/fifa-football-world-cup-2010-wallpapers-for-minimalism-lovers/
http://www.smashingmagazine.com/2010/06/06/fifa-football-world-cup-2010-wallpapers-for-minimalism-lovers/
http://www.smashingmagazine.com/2010/06/06/fifa-football-world-cup-2010-wallpapers-for-minimalism-lovers/
http://www.smashingmagazine.com/2010/06/06/fifa-football-world-cup-2010-wallpapers-for-minimalism-lovers/
http://www.smashingmagazine.com/2010/06/06/fifa-football-world-cup-2010-wallpapers-for-minimalism-lovers/
http://webcache.googleusercontent.com/search?q=cache:eEuuVy35aeoJ:www.smashingmagazine.com/2010/06/06/fifa-football-world-cup-2010-wallpapers-for-minimalism-lovers/+world+cup+wallpaper&cd=20&hl=en&ct=clnk&gl=us
/search?hl=en&rls=com.microsoft:en-us:IE-SearchBox&rlz=1I7ADBR_en&q=related:www.smashingmagazine.com/2010/06/06/fifa-football-world-cup-2010-wallpapers-for-minimalism-lovers/+world+cup+wallpaper&tbo=1&sa=X&ei=DWycTvfZL4nq0gGzqMXFBA&ved=0CHQQHzAT
http://www.soccer-desktop.com/
http://webcache.googleusercontent.com/search?q=cache:BFxXBzsC_WMJ:www.soccer-desktop.com/+world+cup+wallpaper&cd=21&hl=en&ct=clnk&gl=us
/search?hl=en&rls=com.microsoft:en-us:IE-SearchBox&rlz=1I7ADBR_en&q=related:www.soccer-desktop.com/+world+cup+wallpaper&tbo=1&sa=X&ei=DWycTvfZL4nq0gGzqMXFBA&ved=0CHsQHzAU
http://www.santabanta.com/wallpapers/category.asp?catname=icc world cup 2011
http://www.santabanta.com/wallpapers/category.asp?catname=icc world cup 2011
http://www.santabanta.com/wallpapers/category.asp?catname=icc world cup 2011
http://www.santabanta.com/wallpapers/category.asp?catname=icc world cup 2011
http://www.santabanta.com/wallpapers/category.asp?catname=icc world cup 2011
http://www.santabanta.com/wallpapers/category.asp?catname=icc world cup 2011
http://www.santabanta.com/wallpapers/category.asp?catname=icc world cup 2011
http://www.santabanta.com/wallpapers/category.asp?catname=icc world cup 2011
http://www.santabanta.com/wallpapers/category.asp?catname=icc world cup 2011
/url?url=http://www.santabanta.com/wallpapers/parent.asp?catid=12&rct=j&sa=X&ei=DWycTvfZL4nq0gGzqMXFBA&ved=0CIEBEOkFKAAwFQ&q=world+cup+wallpaper&usg=AFQjCNE2MlOOlMzQmIhNe1mDcFeamW8j6g
http://webcache.googleusercontent.com/search?q=cache:TsFWEmsMR6wJ:www.santabanta.com/wallpapers/category.asp?catname=icc world cup 2011+world+cup+wallpaper&cd=22&hl=en&ct=clnk&gl=us




Drive-by Email -> Open email or  

view email preview screen 
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Fake Anti-Virus Scam 
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LinkedIn Spear Phishing 
 

The link here does 
NOT point to 

LinkedIn! 
It points to 
2.145.24.15 



FedEx Spear Phishing 
 



IRS Phish 

Your Tax Payment (ID:  44185255023500), recently 
from your checking account was retuned by your 
bank.   

Canceled Tax Transfer 

Reason for rejection, see details in the report 
below: http://simurl.com/zehfem 

After you get your Electonic Filing PIN, enter it in the Electronic Filing PIN field when 

filing your return.  The Electronic Filing PIN is a temporary PIN used by the IRS to 

verify your identity when you e-file.  Keep a copy of your singed tax return for your 

records.   

Internal Revenue Service, Metro Plex 1, 8401 Corporate Drive, Suite 300, Landover, 

MD 20785 

 

http://simurl.com/zehfem


Spear Phishing– New Twist 

• Targeted email 

campaigns to avoid 

detection and maximize 

delivery 

• Malicious attachment or 

link to malicious site 

19 

Source: UAB 10/17/2013 



• What does it look like? 

o The link here will lead the victim to  

download malware. 
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Spear Phishing 



Citi received 705 of these fake phishing emails.   

Citi received 563 of these fake phishing emails.   

Expecting something from 
Amazon?   

The phishers hope you are! 

We received 9 of these fake 
phishing emails, some to 
very senior executives at 
Citi. 
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Spear Phishing 



UAB Report of Spear Phishing Emails 

DATE SPOOFED BRAND ATTACK TYPE 
INITIAL VT 
DETECTION RATE 

6/20/2012 Verizon Wireless BlackHole Exploit Kit > Generic Bad thing 3 out of 42 

6/20/2012 UPS  + DHL Zipped .EXE > Generic Bad Thing 4 out of 42 

6/19/2012 USPS Zipped .EXE > SpyEye/Cridex/Bredolab 5 out of 42 

6/18/2012 Verizon Wireless BlackHole Exploit Kit > Ransom/Birele/ZeuS 0 out of 42 

6/15/2012 Verizon Wireless BlackHole Exploit Kit > ZeuS/Cridex 4 out of 42 

6/15/2012 Habbo.com BlackHole Exploit Kit > ZeuS/Cridex 20 out of 35 

6/14/2012 Tax Payment Failed/IRS BlackHole Exploit Kit > Zeus  4 out of 35 

6/14/2012 DHL Zipped .EXE > Andromeda 27 out of 42 

6/12/2012 Twitter.com BlackHole Exploit Kit > ZeuS 14 out of 42 

6/12/2012 LinkedIn.com BlackHole Exploit Kit > ZeuS 12 out of 42 

6/12/2012 Amazon.com BlackHole Exploit Kit > Cridex/Carberp/Dapato 5 out of 42 

6/11/2012 Paypal.com/eBay.com BlackHole Exploit Kit > Cridex/ZeuS/Dapato 5 out of 42 

6/11/2012 Amazon.com BlackHole Exploit Kit > Cridex/ZeuS/Dapato 4 out of 42 

6/11/2012 Myspace.com BlackHole Exploit Kit > Cridex/ZeuS/Dapato 4 out of 42 

6/8/2012 Xanga.com BlackHole Exploit Kit > Cridex/ZeuS/Dapato 5 out of 38 

6/6/2012 Craigslist.com BlackHole Exploit Kit > Cridex/ZeuS  5 out of 42 

https://www.virustotal.com/file/4749ae29e51c7d89a546ec8a4a0e881660206b81d0ad5047c60afc3c07fa6168/analysis/1340212395/
https://www.virustotal.com/file/be3077959439e8dfcf3b22d792917dde578569133a3413cc9ee39dd223c1edbc/analysis/1340203727/
https://www.virustotal.com/file/3c17d127cea54878e321ed55355623dcb92decea3ed5172a6aea326d60a3b239/analysis/1340126279/
https://www.virustotal.com/file/609964b1c772bd1877ad94ece80a5f92ccc86cf7240ff5b2a2a24762159ed147/analysis/1340052636/
https://www.virustotal.com/file/e339dbe533c1a513a587f7530c821d2578a2fc9b8d1871bb958ee533267ceecf/analysis/1339793083/
https://www.virustotal.com/file/6a3ffb14e8ea88b6540e0bbb8d6a490af674e07791e1c317b47ee2a28d9b86e3/analysis/1339774500/
https://www.virustotal.com/file/6a3ffb14e8ea88b6540e0bbb8d6a490af674e07791e1c317b47ee2a28d9b86e3/analysis/1339699199/
https://www.virustotal.com/file/8acae84e65b9f1d732330fa4811f4af3c71dd58638c6dbbabe29f806d02b56b0/analysis/1339690275/
https://www.virustotal.com/file/046a7fac35a29f66e37193a2048f6a324754df131bad07c21f87fc814d7763f5/analysis/1339530437/
https://www.virustotal.com/file/046a7fac35a29f66e37193a2048f6a324754df131bad07c21f87fc814d7763f5/analysis/1339526534/
https://www.virustotal.com/file/4ddebdfcebbd6106ebe932d51b70fafb754ee725213dff2468c5f93fde04e5d9/analysis/1339441070/
https://www.virustotal.com/file/b862cd83606a7e9367b5086c113569ccd476ef4f8141e70d6110586462d8b6cc/analysis/1339424028/
https://www.virustotal.com/file/b862cd83606a7e9367b5086c113569ccd476ef4f8141e70d6110586462d8b6cc/analysis/1339424028/
https://www.virustotal.com/file/20d0c2d37355df9132e10b4b04dc53a69b1c3110a93482cdbf5091ab63ab838b/analysis/1339171097/
https://www.virustotal.com/file/5439d5dffb301cf630dea1620b3eae4edd36713791df8971afc88573bde64bd3/analysis/1339007476/


Scareware / Extortion 



Scareware / Extortion 



Mobile Malware  

• Malware infections of mobile smartphones increased 

more than 780% from 2011 to the end of 2012 

• 99% of the mobile malware available specifically 

targeted Android devices.  

• Over 6,000 new pieces of Android malware per month in 

the latter half of 2012. 

• The largest category of mobile malware in 2012 was 

SMS Trojans masquerading as legitimate apps. All were 

designed to target bank accounts.  



Mobile Application Threats 



Mobile Application Threats 

Identity Theft on your smartphone??? 
 
• Pop-up a system alert prompting them to contact 

Citibank Support  
• Provides a phone number to the dialer 
• The app has permissions to 

• report user’s location 
• record the audio of the call  
• deliver intercepted information back app author 



What is a KVM Switch? 

KVM = Keyboard + Video + Mouse 



KVM up close 



KVM devices found in UK Banks 



Some not so obvious 

Source: Krebsonsecurity 

http://krebsonsecurity.com/2013/09/data-broker-giants-hacked-by-id-theft-service/
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Recent Data Aggregator Breaches 

Source: Krebsonsecurity, September 25, 2013 

• September 25, 2013, Security  
Researcher, Brian Krebs, published a 
report on underground Identity  Theft  
Service, ssndob.ms 

• Criminals ran a small botnet that  
stole data from computers at  
LexisNexis, Dun & Bradstreet and Kroll Background America 

• The report suggests compromised data aggregators were the 
source for the ssndob ID Theft Service 

• Marketed as a reliable and affordable service to look up SSNs, 
birthdays and other personal data on any U.S. resident 

• Existence for at least two years 

• Prices range from 50 cents to $2.50 per ssndob record, and $5 to 
$15 for credit and background checks 

http://krebsonsecurity.com/2013/09/data-broker-giants-hacked-by-id-theft-service/


33 

Threat Remediation 
• Reassess the effectiveness of using PII in stepped up authentication strategies.  
• Provide support / call center staff with guidance on how to handle phone calls from customers if their 

accounts or identity are at risk due to the recent data aggregator breaches. 

Recent Data Aggregator Breaches 

Source: Krebsonsecurity, October 20, 2013 

• Follow on report on  

October 20th revealed that  

another ID Theft Service,  

superget.info, sourced 

sensitive personal  

information from Experian 

• Criminal obtained access  

to Experian data by posing as a  

U.S.-based private investigator 

• Paid Experian with wires from a  

Singapore bank account 

• Indictment unsealed revealed the  

true identity is Hieu Minh Ngo, a 24  

year old Vietnamese native 

http://krebsonsecurity.com/2013/10/experian-sold-consumer-data-to-id-theft-service/


Merchant Point of Sale Breaches 

 

Financial Services Information Sharing & Analysis Center  
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• December 19, 2013 Target issues press release  
regarding a security breach. 

• Press Release provided compromise time window  
Nov 27th to Dec 15th, 2013 

• Breach is contained as of Dec 15th  

• Estimated 40 Million cards (track data) exfiltrated in the  
data breach (Name, Account #, Expiration Date, CVV1). 

• CVV1 (or CVC1) is encoded into the magnetic stripe (track 2) and is used 
to validate the card in “card present” transactions.   

• CVV2  (or CVC 2) is a 3 digit code on the signature line of the card, used to  
verify the card for Mail Order / Telephone  Order (MOTO) and Internet 
transactions. 

• Breached data is used to encode track data onto cards to facilitate counterfeit 
card fraud. 

• 1.7MM Cards tied to the breach are available for sale in the underground. 

• MC BINS - $44 

• Visa BINS - $21 

Target Breach 
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Malware Used in the Target Breach 

The Malware – Kaptoxa ("Kar-toe-sha”) also known as Trojan.POSRAM 

• Monitors the memory address space on the Point-of-Sale device and extracts 

credit card data from memory 

• The code is based on BlackPOS, allegedly developed in 2013 by a Ukrainian teen 

who uses the nickname Rescator 

 The Attack Chain - The attacker used a variety of tools to  

 penetrate the environment, maintain persistence and extract data 

• INFECTION via third party HVAC vendor who was compromised via an email 

phishing attack and moved across a b2b connection 

• EXFILTRATION – The malware ran undetected for  days on each PoS and data was 

then moved via a temporary NetBIOS share to an infected host inside Target’s 

network and exfiltrated out through an FTP connection to an external host. 
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Target’s Response – A public apology and a promise to improve security, 

in part by accelerating a shift to more secure payment cards 

 

SUMMARY – This was a sophisticated attack in the way the attacker put 

everything together and was able to orchestrate the overall attack, and 

to a lesser extent the individual components  
 

 

 

 

 

 

A “Kill Chain” Analysis of the  

2013 Target Data Breach 

Majority Staff Report For Chairman Rockefeller 

March 26, 2014 

 

Sources: 
http://www.commerce.senate.gov/public/index.cfm?p=PressReleases&ContentRecord_id=192fc371-576b-

4361-a983-ac70489f9627 

http://www.commerce.senate.gov/public/?a=Files.Serve&File_id=24d3c229-4f2f-405d-b8db-a3a67f183883 

 

Target Breach 

Threat Remediation 
• Examine third party connections, implementation standards and practices 
• Evaluate internal software distribution, patch update and management systems 
• Need better collaboration and information sharing between merchant / retailers 

https://urldefense.proofpoint.com/v1/url?u=http://www.commerce.senate.gov/public/index.cfm?p=PressReleases&ContentRecord_id=192fc371-576b-4361-a983-ac70489f9627&k=wdHsQuqY0Mqq1fNjZGIYnA==
&r=iuMbpUeZ0gR1mdY2ON5VPw==
&m=z5EhcHjRykyGtax9MvP7efHy9CVxKcFVI6FkGbXOhOg=
&s=a4f098409d05692da831448b8506b8e13f29187d09e789d58d1cd9a5d55c35ac
https://urldefense.proofpoint.com/v1/url?u=http://www.commerce.senate.gov/public/index.cfm?p=PressReleases&ContentRecord_id=192fc371-576b-4361-a983-ac70489f9627&k=wdHsQuqY0Mqq1fNjZGIYnA==
&r=iuMbpUeZ0gR1mdY2ON5VPw==
&m=z5EhcHjRykyGtax9MvP7efHy9CVxKcFVI6FkGbXOhOg=
&s=a4f098409d05692da831448b8506b8e13f29187d09e789d58d1cd9a5d55c35ac
https://urldefense.proofpoint.com/v1/url?u=http://www.commerce.senate.gov/public/index.cfm?p=PressReleases&ContentRecord_id=192fc371-576b-4361-a983-ac70489f9627&k=wdHsQuqY0Mqq1fNjZGIYnA==
&r=iuMbpUeZ0gR1mdY2ON5VPw==
&m=z5EhcHjRykyGtax9MvP7efHy9CVxKcFVI6FkGbXOhOg=
&s=a4f098409d05692da831448b8506b8e13f29187d09e789d58d1cd9a5d55c35ac
https://urldefense.proofpoint.com/v1/url?u=http://www.commerce.senate.gov/public/index.cfm?p=PressReleases&ContentRecord_id=192fc371-576b-4361-a983-ac70489f9627&k=wdHsQuqY0Mqq1fNjZGIYnA==
&r=iuMbpUeZ0gR1mdY2ON5VPw==
&m=z5EhcHjRykyGtax9MvP7efHy9CVxKcFVI6FkGbXOhOg=
&s=a4f098409d05692da831448b8506b8e13f29187d09e789d58d1cd9a5d55c35ac
https://urldefense.proofpoint.com/v1/url?u=http://www.commerce.senate.gov/public/index.cfm?p=PressReleases&ContentRecord_id=192fc371-576b-4361-a983-ac70489f9627&k=wdHsQuqY0Mqq1fNjZGIYnA==
&r=iuMbpUeZ0gR1mdY2ON5VPw==
&m=z5EhcHjRykyGtax9MvP7efHy9CVxKcFVI6FkGbXOhOg=
&s=a4f098409d05692da831448b8506b8e13f29187d09e789d58d1cd9a5d55c35ac
https://urldefense.proofpoint.com/v1/url?u=http://www.commerce.senate.gov/public/index.cfm?p=PressReleases&ContentRecord_id=192fc371-576b-4361-a983-ac70489f9627&k=wdHsQuqY0Mqq1fNjZGIYnA==
&r=iuMbpUeZ0gR1mdY2ON5VPw==
&m=z5EhcHjRykyGtax9MvP7efHy9CVxKcFVI6FkGbXOhOg=
&s=a4f098409d05692da831448b8506b8e13f29187d09e789d58d1cd9a5d55c35ac
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– Co-Branded with US Secret Service, FBI, Internet Crime Complaint Center (IC3) and FS-ISAC 

– Problem 

– How it’s Done 

– How to Protect, Detect, and Respond 

• Protect 

 Education 

 Enhance security of computer and networks 

 Enhance security of corporate banking processes and protocols 

 Understand responsibilities and data breach notification requirements and liabilities  

• Detect 

 Monitor and reconcile accounts at least once a day  

 Discuss options offered by your financial institution to help detect or prevent out-of-pattern activity (including both routine 

and red flag reporting for transaction activity) 

 Note any changes in the performance of your computer  

 Pay attention to warnings 

 Be on the alert for rogue emails 

 Run regular virus and malware scans 

• Respond 

 If you detect suspicious activity, immediately cease online activity and remove computer system from the network  

 Ensure employees know how and who to report suspicious activity to within your company and at your financial institution 

 Immediately contact your financial institution so that the following actions may be taken 

 Maintain written chronology events, losses, and steps taken to report incident 

 File a police report and provide the facts and circumstances surrounding the loss  

 Have a contingency plan to recover systems suspected of compromise  

 Consider whether other company or personal data may have been compromised  

 Report exposures to PCI DSS 
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Account Takeover Fraud Advisory 

Fraud Advisory for Businesses: Corporate Account Take Over 

Available here: 

http://www.ic3.gov/media/2010/corporateaccounttakeover.pdf  

http://www.google.com/imgres?imgurl=http://deathby1000papercuts.com/wp-content/uploads/2009/11/fbi_logo.gif&imgrefurl=http://deathby1000papercuts.com/2009/11/ft-hood-counter-terrorism-fbi-to-join-amtrak/&h=446&w=432&sz=54&tbnid=RYUWOZ0XTImDIM:&tbnh=228&tbnw=221&prev=/images?q=fbi+logo&zoom=1&q=fbi+logo&usg=__3THKquNfb-shliBPE3iK-dZnl7Y=&sa=X&ei=fmavTKXhBIPGlQeorJHoDw&ved=0CBwQ9QEwAA
http://www.ic3.gov/media/2010/corporateaccounttakeover.pdf
http://www.ic3.gov/media/2010/corporateaccounttakeover.pdf
http://www.ic3.gov/media/2010/corporateaccounttakeover.pdf
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 A nonprofit private sector initiative formed in 1999 

 Designed/developed/owned by financial services industry  

 Mitigating some of largest recent cyber threats & fraud activity 

 Process up to 100,000 threat indicators per month 

 Year over year double digit membership growth 

 Now enabled to share information globally 

About FS-ISAC 



FS-ISAC Intelligence in Action 

Intelligence sharing included: 

Early Warning 

Technical insights into types of attacks and 

success/failure of attacks based on defensive 

measures used by others 

Collective expertise of vendors, government as well 

as Subject Matter Experts at peer financial institutions 

No attribution 

A sense of community and not having to go it alone 
 



FS-ISAC Intelligence in Action 

 Al-Qassam Cyber Fighters – 
Coordinated attacks against FIs 
beginning September 2012 

 Characterized by highly sophisticated 
attacks; multiple targets, and 
adaptability to defensive measures 

 Collective Intelligence supplied by FS-
ISAC members single most effective 
tool in FIs’ defensive arsenal 

 

 ROI:  Intelligence capability 
expanded 20 fold for each firm 
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Mission 

FS-ISAC’s mission: share timely, relevant and 

actionable information and analysis of physical 

and cyber security information pertaining to 

threats, vulnerabilities and incidents.  

 

Facilitate sharing between government and 

member financial institutions, between 

members, and with other sectors in order to 

help protect the global financial services critical 

infrastructure. 



FS-ISAC 24/7 Security Operations Center 

FS-ISAC 24/7 
Security 

Operations 
Center 

Information 
Security 

Physical 
Security 

Business 
Continuity/ 

Disaster 
Response 

Fraud 
Investigations 

Payments/ 
Risk 

Member Communications 

DHS 

Treasury &  
FS Regulators 

FBI, USSS  
&  NYPD  

 

Other Intel 
Agencies 

Information Sources 

NC4 PhySec 
Incidents 

MSA PhySec 
Analysis 

iSIGHT 
InfoSec 

Cross Sector 
(other ISACS) 

Open Sources 
(Hundreds) 
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Alerts 

Member Submissions 
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How FS-ISAC Works:   Circles of Trust 

FS-
ISAC 

CYBER 
INTEL 

PRC 

CIC 

CAC 

TIC 

PPISC 

CHEF 

IRC 

• Clearing House and Exchange Forum (CHEF) 

• Payments Risk Council (PRC) 

• Payments Processor Information Sharing Council 
(PPISC) 

• Business Resilience Committee (BRC) 

• Threat Intelligence Committee (TIC)       

• Community Institution Council (CIC) 

• Insurance Risk Council (IRC) 

• Compliance and Audit Council (CAC) 

• Cyber Intelligence Listserv 

• Education Committee 

• Product and Services Review Committee 

• Survey Review Committee 

• Security Automation Working Group (SAWG) 

Member Reports  
Incident to Cyber  
Intel list 

Members respond with 
initial analysis and 
recommendations 

SOC completes analysis, 
anonymizes the source, and 
generates alert to general 
membership  
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Microsoft Botnet Takedown 

 

Citadel, on its own is concerning enough … 

the cyber rings that provide and sell Citadel 

are extremely organized and sophisticated. 

"It's a technical, advanced Trojan …  You 

have a Citadel group or community that offers 

technical support for the fraudsters and 

information about new versions of the Trojan. 

... They offer a knowledge database, where 

you can ask questions.“  Etay Maor, RSA 

Security 



Why is this a problem for the Banking & Finance sector? 

• Botnets serve as a mechanism to spread phishing, 

spear phishing and malware 

• Customer systems infected by malware are at high 

risk of Identity Theft and Account Takeover 

o Currently impacting consumer and commercial 

banking customers at every financial institution 

o Capable of stealing on-line login credentials 

and even defeating two-person controls 

o Responsible for millions of dollars in fraud losses 
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The “evil” web page looks real.  

Victims are easily tricked into giving 
sensitive PII (CC #,SSN, PIN, 

Mother’s Maiden Name, Answer to 
secret questions, etc.) 

While the example web page shows Citi, we could 

have used ANY bank.   The sample malware 
configuration file here shows customized web 

page code for hundreds of banks (this is just one of 
53 pages from the config file) 



Sample of Impacted Banks and Security domains 
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Microsoft Operation B54 

• Citadel malware infects victims’ computers, stealing PII and account 

login credentials, and are responsible for the vast majority of electronic 

Account Takeovers and Fraud 

o Estimated 5 to 6 million infected computers in the US alone 

• Microsoft obtained a restraining order before the U.S. District Court 

(Charlotte) on May 29, 2013 

• ABA, FS-ISAC, and NACHA are Declarants in this case 

• Seizures were executed on June 6 

o Domain seizures - sever command and control structures of the 

Citadel malware by cutting off communications to nearly 1,500 

Citadel botnets 

o Server seizures – servers obtained by Federal Law Enforcement in 

NJ and PA 

• Microsoft working closely with FBI on Operation B54 to coordinate the 

civil and criminal actions 
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Results (July 23, 2013)  

• Approximately 3,500 domains were being used by Citadel for 
Command & Control of victim computers 

• As a result of the court order, 82% of the Citadel botnet has been 

disrupted 

o 2,340 domains are now redirected to the Microsoft owned 
sinkhole (67% of domains) 

• 40% of these systems have been cleaned by MSRT (Microsoft’s 
Malicious Software Removal Tool) 

o 138 domains sinkholed by CERT (3.97%) 
o 393 domains disabled by Country Registries (11.25%) 
o 621 domains NOT under control (17.78%) 
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Source: Microsoft Digital 
Crimes Unit 
• The red dots indicate the 

country of infection and size 
of the dot represents scale of 
infection (A larger red dot 
means a higher infection 
rate in that country). 



More Results 

• Comments and observations among experts all agree, Citadel 
infections have been dramatically reduced 

o Peer financial firms 

o Malware researchers 

o Security vendors  

• Dell SecureWorks noted a 90% reduction in observed Citadel 
C&C traffic in their IPS detections 

• Citadel detection rate is at an all-time low 
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“Disruption is the  

Pathway to Destruction” 

Art Coviello, Executive Chairman, RSA 

Financial Services Information Sharing & Analysis Center  
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Evolution from Disruptive to Destructive Attacks 
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Advanced DDOS – 2012, 2013 

• 40+ FIs targeted 

• Wake up call for financial services industry  
 

Shamoon – 2012 

• Large scale attack on Saudi Aramco  

• Malware executable spread using network shared drives 

• Corrupts files and wipes device boot blocks at specified date  

• A group named "Cutting Sword of Justice" claimed responsibility 

• Damaged more than 30,000 workstations (several days of down-time) 

 

South Korean Attacks – 2013 

• 4 banks, media company and insurance company targeted 

• Software Patch systems targeted 

• Wipers hit Windows, Linux and UNIX OS and removed file systems. Over 3,000 

machines made unbootable 



What’s Next? 

Financial Services Information Sharing & Analysis Center  
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Information Sharing / Security Automation 

Manual  
Information 

Exchange 

Repository of 
Indicators 

Automated 
Analysis 

Model Based 
Reasoning 

Situational 
Awareness 

• Current method of sharing is 
manually intensive 

• Rely on email communication 
• Receive 100’s of emails per day 
• 2% of the cyber Intelligence acted 

upon 
 

• Indicator repository developed 
• Better categorization of cyber 

threat indicators 
• Easier access to relevant 

information 
 
 

Current State Proposed Future State 

Automated Analysis 
• Dramatically improved speed to respond 
• Elimination of manual communication 
• Automatic prioritization of threats 
• Much higher percentage of cyber intelligence acted upon 

 
Model Based Reasoning 
• Pattern recognition 
• Efficient and expeditious mitigation strategies 

 
Situational Awareness 
• Multi-angle view of threat actors 
• Predictive Analysis 



Global Expansion 
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• Updated membership rules in 2012 to allow global 
financial institutions from select countries to join FS-ISAC 

o 30+ members are headquartered outside US 

• Hired new international staff and intelligence 
infrastructure in 2012 & 2013 

• FS-ISAC EU 

o Regular meetings 

o EU Cyber intelligence information sharing mailing list 

o Bi-weekly threat call 

o Workshops & webinars for EU members 

o Engagement of EU staff from global FIs 

• Near term Canada, APAC, Brazil, Latin America 



Questions? 

Financial Services Information Sharing & Analysis Center  
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Contact Information 
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Errol Weiss 
Citi Cyber Intelligence Center 
WeissE@citi.com  
+1.212.657.7219 
 
 
Financial Services  
Information Sharing & Analysis Center 
www.fsisac.com  
Email:   admin@fsisac.com  

mailto:Errol.Weiss@citi.com
http://www.fsisac.com/
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