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Agenda

* Threat Trends

o Who is behind the attacks & why?
o What are the bad guys doing?

« Mitigation Techniques
 What's Next?
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Increasing

Introduction

Citi's Cyber Intelligence Center (CIC)

« Established to address the evolving and maturing threat
landscape, including well organized and sophisticated attackers.

« Mission: as part of an “intelligence led” strategy, enhance the
safety and soundness of the global Citi franchise by sharing timely
and actionable intelligence to Citi stakeholders who are
empowered to take action and providing situational awareness
to internal decision-makers.
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:‘5 * Typically still individual players
5 * Premeditated and planned actions
K * Driven by desire for financial gain

* Individual players
* Opportunistic and casual
* Driven by desire to “prove they can’
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Cyber Threat Actors

Cyber Criminals Hactivists
Motivation: Make Money Motivation: Seek Publicity to their
Geopolitical agenda

Methods: Very mature underground
economy supporting every facet of
cyber criminal activity

\_

ﬂjyber Terrorism

Motivation: Instill fear to have targets comply with
demands or ideology

Methods: Disruption and
Defacement

ANONYMOUS
WE ARE LEGION

Methods: Currently using Cyber to “Enable” their
programs (Recruit, Incite, Train, Plan & Finance).
But there is growing concern they can easily acquire

/£

\’Disruptive” and possibly “Destructive” capabilities. /

ﬁ\T ation State

Motivation: Political advantage to improve self interests

Methods: Advanced operations to target specific individuals to gain a foothold

into target’s infrastructure. Once a foothold is established, adversary is very

patient to perform reconnaissance and methodically plan their attack. Often

leaving back doors to re-establish access to the target in case their primary
Qneans is identified and mitigated.




What is Malware?

 Malicious Software
Types

Virus

Worm

Trojan Horse

Adware (aka Malvertising)
Crimeware

Spyware

Scareware

Rootkits
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Cybercrime Operations

CASHOUT
OPERATIONS

I Sell Fake Goods .

Phishing

Credential Theft

Sell Credentials

Source: iSight Partners

.. Adversaries are highly motivated, sophisticated,
extremely well organized, and collaborative.
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Internet Crime: exploiting the web
to link suppliers and users

 Online libraries and advertisements of stolen
data

« Education on how to launch spamming,
phishing, and key logging attacks

« Advertisements for partners for complex fraud
schemes

* Recruitment

« Detailed info sharing on technical vulnerabilities
of software and specific financial institutions and
their service providers
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Russian Hacker Toolkit and Tutorial

1
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9.

. Advanced Hacking Guide with Metasploit
2.

Malware Development (RATS, botnets,
Rootkits)

Convert exe into PDF, XLS, DOC, JPG
Exploit development guide

. Tech Tricks (Spoofing-SMS, email, call)

Download any Free Apple Apps
Credit Card Hacking

Netbanking Hacking-bypass Virtual
Keyboard

Spreading guide to Infect 100K/Victims
per day

10. Advanced Email Hacking Tricks
11. SET(Social Engineering Toolkit) module
12. Links to other Russian hacking sites

VSI

Y
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Russia Hackers :: >>>> Top Secret

hitp://russiahackers.ru/

A HACK=RS®

j Hacking Tools

We sull latest zero day wxplolts (doc, xis, POF
1D}, Jove drivaby, Srowser packs, rumots pen
Seading wols, VPN, VPS, Bots, etc..
Contact un for Latest 120k

o 75 o nunsiatrachans Grred

Hacking Marketplace Q Hire a Hacker
Submit your requiressent relsted fo Emical Hive & Heckw for ONarsive end Defersive
hacking, axplolts, crypeors, boavets, sayshing | mmmmuﬁv”
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100% working latest exploits
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Basketball league is headed by Sergei Ilvanov, a former KGB
officer who was tapped by Russian President Viadimir Putin as
deputy prime minister of Russia.

Russian Vice Premier Sergei Ivanov (left) and ChronoPay
co-founder Pavel Vrublevsky at a Russian Basketball
League game, April 2011.
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Chronopay direct participant on several major cyber-crime operations
Including music piracy, DNS changers, scareware, and fake pharmacy
distribution networks. Igor Gusev, a former partner of Vrublevsky,
claimed that Vrublevksy was also behind RedEye, a notorious organizer
of spam, fake anti-viruses, and porno distribution networks.

Chronopay founder arrested for cyber attack on f
competitor Assist

By East-West Digital News f Jun 27, 2011

Pavel Vrublevsky, the founder and main owner of electronic payment company ChronoPay, was
arrested last Thursday, being suspected of having organized a cyber attack on the website of Assist, a

competitor CWF‘EW, in_an attempt to block payment transactigns with the Aeroflot website.

/

ChronoPay owner Vrublevsky pleads guilty in cyber
attack case, court extends detention

By East-West Digital News / Mov 02, 2011 / 32 Comments

Moscow city court confirmed almost two months of extended detention for prominent Russian Internet
businessman Pavel Vrublevsky, who is expected to be held until December 23. The court has rejected
an appeal filed by Vrublevsky's atbtorneys to release the entrepreneur on bail for 30 million rubles, a
sum of almost $1 million.




Malware Infection Techniques

Phishing — Widespread email — lots of victims
Spear-Phishing — Targeted email aimed at a few victims

Drive by Download- Tricking search engines (Google, Bing,
Yahoo, etc.) to display links to malicious content

Fake Anti-Virus Software — Alarming user with false infection
warning, tricked into downloading malware

Pharming/DNS Redirection — Modifying user PC or DNS provider
to send traffic to malicious servers

Drive by Email- Opening email or preview panel

= FINANCIAL |Z
= SERVICES & FS-ISAC CONFIDENTIAL




Drive by download

1. ICC Cricket World Cup 2011 Wallpape§Z)

www.thecricfanclub.com/wallpapers/icc-cricket-world-cup-2011Cached

You +1'd this publicly. Undo

4 hours ago — Download Wallpapers of ICC Cricket World Cup 2011. Cricket Leading Portal, The Cric Fan Club Offers World Cup Cricket
Wallpapersin ...

2. World Cup Wallpaper | unOfficial FIFA WorldCup WallpapﬂSi’re

www.worldcupwallpaper.com/Cached - Similar
You +1'd this publicly. Undo
World Cup Wallpaper | unOfficial FIFA WorldCup Wallpapers Site - worldcupwallpaper.com.

3. World Cup Wallpapers B
www.worldcupwallpapers.com/Cached
You +1'd this publicly. Undo
Cool World Cup Wallpapers. ... 1682 views World Cup Wallpapers Germany team?2. 2.38/5. World Cup Wallpapers Mario... 963 views World
Cup Wallpapers ...

4. FIFA Football World Cup 2010 Wallpapers (for Minimalism Lﬂrs

www.smashingmagazine.com/.../fifa-football-world-cup-2010-wallpa...Cached - Similar
You +1'd this publicly. Undo
Jun 6, 2010 — The 2010 Football World CUF is coming up in a couple of days and we decided to celebrate this event with an exclusive set

of very simple ...

5. Soccer Desktop

www.soccer-desktop.com/Cached - Similar

You +1'd this publicly. Undo

Free soccer desktop wallpapers, screensavers, cursors and icons. ... Steven Gerrard Wallpapers. Posted by admin ... Some WorldCup and
Sexy Screensavers ...

6. |ICC World Cup 2011 Wallpapers - Santabant

www.santabanta.com CricketCached

You +1'd this publicly. Undo

Wallpaper # 1-10 of 25 ICC World Cup 2011 wallpapers af 1024x768, 1280x1024 and 1280x800 resolution with ICC World Cup 2011 desktop
pictures, photos ...
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http://www.thecricfanclub.com/wallpapers/icc-cricket-world-cup-2011
http://www.thecricfanclub.com/wallpapers/icc-cricket-world-cup-2011
http://www.thecricfanclub.com/wallpapers/icc-cricket-world-cup-2011
http://www.thecricfanclub.com/wallpapers/icc-cricket-world-cup-2011
http://www.thecricfanclub.com/wallpapers/icc-cricket-world-cup-2011
http://webcache.googleusercontent.com/search?q=cache:-DbAg59_iB0J:www.thecricfanclub.com/wallpapers/icc-cricket-world-cup-2011+world+cup+wallpaper&cd=17&hl=en&ct=clnk&gl=us
http://www.worldcupwallpaper.com/
http://www.worldcupwallpaper.com/
http://www.worldcupwallpaper.com/
http://www.worldcupwallpaper.com/
http://www.worldcupwallpaper.com/
http://www.worldcupwallpaper.com/
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http://www.worldcupwallpaper.com/
http://www.worldcupwallpaper.com/
http://www.worldcupwallpaper.com/
http://webcache.googleusercontent.com/search?q=cache:_uLqld1VCUgJ:www.worldcupwallpaper.com/+world+cup+wallpaper&cd=18&hl=en&ct=clnk&gl=us
/search?hl=en&rls=com.microsoft:en-us:IE-SearchBox&rlz=1I7ADBR_en&q=related:www.worldcupwallpaper.com/+world+cup+wallpaper&tbo=1&sa=X&ei=DWycTvfZL4nq0gGzqMXFBA&ved=0CGcQHzAR
http://www.worldcupwallpapers.com/
http://webcache.googleusercontent.com/search?q=cache:HDueiTROsnEJ:www.worldcupwallpapers.com/+world+cup+wallpaper&cd=19&hl=en&ct=clnk&gl=us
http://www.smashingmagazine.com/2010/06/06/fifa-football-world-cup-2010-wallpapers-for-minimalism-lovers/
http://www.smashingmagazine.com/2010/06/06/fifa-football-world-cup-2010-wallpapers-for-minimalism-lovers/
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http://www.smashingmagazine.com/2010/06/06/fifa-football-world-cup-2010-wallpapers-for-minimalism-lovers/
http://www.smashingmagazine.com/2010/06/06/fifa-football-world-cup-2010-wallpapers-for-minimalism-lovers/
http://www.smashingmagazine.com/2010/06/06/fifa-football-world-cup-2010-wallpapers-for-minimalism-lovers/
http://webcache.googleusercontent.com/search?q=cache:eEuuVy35aeoJ:www.smashingmagazine.com/2010/06/06/fifa-football-world-cup-2010-wallpapers-for-minimalism-lovers/+world+cup+wallpaper&cd=20&hl=en&ct=clnk&gl=us
/search?hl=en&rls=com.microsoft:en-us:IE-SearchBox&rlz=1I7ADBR_en&q=related:www.smashingmagazine.com/2010/06/06/fifa-football-world-cup-2010-wallpapers-for-minimalism-lovers/+world+cup+wallpaper&tbo=1&sa=X&ei=DWycTvfZL4nq0gGzqMXFBA&ved=0CHQQHzAT
http://www.soccer-desktop.com/
http://webcache.googleusercontent.com/search?q=cache:BFxXBzsC_WMJ:www.soccer-desktop.com/+world+cup+wallpaper&cd=21&hl=en&ct=clnk&gl=us
/search?hl=en&rls=com.microsoft:en-us:IE-SearchBox&rlz=1I7ADBR_en&q=related:www.soccer-desktop.com/+world+cup+wallpaper&tbo=1&sa=X&ei=DWycTvfZL4nq0gGzqMXFBA&ved=0CHsQHzAU
http://www.santabanta.com/wallpapers/category.asp?catname=icc world cup 2011
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http://www.santabanta.com/wallpapers/category.asp?catname=icc world cup 2011
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http://www.santabanta.com/wallpapers/category.asp?catname=icc world cup 2011
http://www.santabanta.com/wallpapers/category.asp?catname=icc world cup 2011
/url?url=http://www.santabanta.com/wallpapers/parent.asp?catid=12&rct=j&sa=X&ei=DWycTvfZL4nq0gGzqMXFBA&ved=0CIEBEOkFKAAwFQ&q=world+cup+wallpaper&usg=AFQjCNE2MlOOlMzQmIhNe1mDcFeamW8j6g
http://webcache.googleusercontent.com/search?q=cache:TsFWEmsMR6wJ:www.santabanta.com/wallpapers/category.asp?catname=icc world cup 2011+world+cup+wallpaper&cd=22&hl=en&ct=clnk&gl=us

NBC.com Infected With Malware
Targeting Personal Financial
Information

For five hours on Thursday NBC.com distributed malware that invaded vistors
computers and targeted their banking information, says a cyber security team.

BC

February 21, 2013 at 7:34pm EST

Tessa Stuart
i BuzzFeed Staff W Follow

m 55 EiLike 505 W Tweet < 76 S Email - 3 @Pin it

For five hours on Thursday visitors to NBC.com were infected by a virus known to
target personal financial information, according to a cyber security team based out
of the Netherlands that detected the virus.
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Drive-by Email -> Open email or
view email preview screen

0 ading Material-- Follow up - Personal Folde ﬂ
File Home Send / Receive Folder View Add-Ins Norton (A5
N = f =\ 3 . A3 e~ Find a Contact ~ = ¢ P
BE = & Ignore x = ) (D B Meetig 23 Follow up ACTION... 23 Move {4 Unread/ Read ~ Fin ntact [ _EI__ @
%5 Clean Up ~ % To Manager v || & Rules ~ Categorize ~ | [l Address Book =4
New  New Delete | Reply Reply Forward @ - s ; = o y Send/Receive | Add to
E-mail Items ~ & Junk - All s G, Team E-mai) * | OneNote | ¥ Follow Up - W Fiter E-mail * | 4y polders | Evernote 4
New Delete Respond Quick Steps I~ Move Tags Find Send/Receive | Evernote
Ho G @R X -
: £
4 Favorites s 3 5 . >
Search Reading Material-- Follow up (Ctrl+E) pel
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) American Banker's Morning Sca... : A
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1 Reading Material-- Follow up (296) : s i ] For o
American Banker Digital Editio...

> L) RSS Feeds (1)
-~ Mail

ﬁ Calendar

v

4 American Banker 6:05 AM
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' Valentine's Day: United States

6 more appointments

4 Last Week . Arrange By: Flag: Due Date Today on top * 4
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Fake Anti-Virus Scam

System Tasks Windows Security Alert r)(

:ﬂ View system r¥ormaton ¥

To help protect your computer, Windows Web Secunmty

QW“WMW‘ ‘\7' have detected Trojans and ready to remove them
D\’.hmam

_D;tzmdspyweuﬂm;-onmcmwu: Flename:
Other Places Q Wiz rPykspar FortData.fdd -~
&g My Pontyecrk Places Q TrojanSpyeye ol sys
: © WiZ.Daprosy corelpé s
L) My Oocuments Q TrojannenkpstchD Sestop
I e Cocuamant s Q@ Trojan.vundolgens d3ds. 4 o
O Control Paned '

-t wee sme bees e W
Spyware 15 software, wiach can gather information from user’s compauter
WET  Urought Intermet connection and send thems Lo its creater. Gather

formation can be pasomords, o-mal adresses and ol that dats, whach = ®© WARNING B
mportant for you

Name Trype Theroat lovel

9 wazpykspar Veus regh

° TrojanSpyecye Vrus ~Medwurmn

¥ waz.Daprosy Veus Critic ad

9 TrojanBankpatch D Virus ~ediurm

¥ Trojan vendolgens veus Criticod

Recommend: Clok “Start Protecton”™ button 1o erase al theaats | s2art Prezechon | 15




Linkedin Spear Phishing

LinkedIn
REMINDERS The link here does
Invitation reminders: NQT point to
From Danny Lawrence (Key Account Director Municipalities at Lukoil) Lmk.edln!
It points to
2.145.24.15

PENDING MESSAGES

There are a total of 23 messages awaiting your response. Visit your InBox now.

Dont want to receive email notifications”? Adjust your message seffings

*The IP (2.145.24.15) is registered to Iran, Islamic Republic Of Tehran Iran Cell Service And
Communication Company (http://whois.domaintools.com/2.145.24.15)

For additional information, please contact Gary Warner, Director of Research in Computer Forensics —
gar@cis.uab.edu/ 205.422.2113 or the report author, Sarah Turner (saturner@uab.edu).

© The University of Alabama at Birmingham



FedEx Spear Phishing

=X FedEx Billing Online - Ready for Payment

fedex.com |

Hello
You have a new not paid invoice(s) from FedEx that is ready for payment.

The following ivoice(s) are ready for your review :

| Invoice Number
| 5210-78941

To pay or review these invoices, please sign in to your FedEx Billing Online
account by clicking on this link: http//www fedex com/us/accountbo

Mote: Please do not use this email to submit payment. This email may not be used
as a remittance notice. To pay your invoices, please visit FedEx Billing Online,
hittp-//www fedex. com/us/account/fbo

Thank you,
Revenue Services
FedEx

This message has been sent by an auto responder system. Please do not reply to this
message.

*The IP (109.162.10.160) is registered to Ukraine Kiev Kyivstar Gsm
(http://whois.domaintools.com/109.162.10.160)
For additional information, please contact Gary Warner, Director of Research in Computer Forensics —
gar@cis.uab.edu/ 205.422.2113 or the report author, Sarah Turner (saturner@uab.edu).

© The University of Alabama at Birmingham



IRS Phish

Your Tax Payment (ID: 44185255023500), recently

from your checking account was retuned by your
bank.

Canceled Tax Transfer

Reason for rejection, see details in the report

below: hitp://simurl.com/zehfem

After you get your Electonic Filing PIN, enter it in the Electronic Filing PIN field when
filing your return. The Electronic Filing PIN is a temporary PIN used by the IRS to

verify your identity when you e-file. Keep a copy of your singed tax return for your
records.

Internal Revenue Service, Metro Plex 1, 8401 Corporate Drive, Suite 300, Landover,
MD 20785



http://simurl.com/zehfem

Spear Phishing- New Twist

Dun & Bradstreet
CreDIBILITY CORP

 Targeted emall

campaigns to avoid
d eteCtl O n an d m aX| m | Ze New Complaint - 8585372

d eI I V e ry Dun & Bradstreet has received the above-referenced cumplaint from one of Your
custorers regarding their dealings with you. The details of the consumer's concern are

included on the reverse. Please review this matter and advise us of your position.

¢ M aI I C I O u S att aC h m e n t O r In the interest of time and good customer relations, please provide the DnB with written

verification of your position in this matter by Oct 25, 2013. Your prompt response will allow
DnE to be of service to wou and your customer in reaching a mutually agreeable

I I n k to m a.I I C I O u S S I te resolution. Please inform us if you have contacted your customer directly and already

resolved this matter,

The Dun & Bradstreet develops and maintains Reliability Reports on companies across the
United States and Canada . This information is available to the public and is frequently
used by potential customers. Your cooperation in responding to this complaint becomes a
permanent part of your file with the Dun and BradStreet. Failure to promptly give
attention to this matter may be reflected in the report we give to consumers

about your company.

We encourage you to print this complaint (attached file), answer the questions
and respond to us.

YWe look forward to your prompt attention to this matter.

To ensure delivery of Dun & Bradstrast Cradibility Corp. emails to vour inbox and to enable images to load in

future mailings, please add alefs@dandb.com to your email address book or safe senders list

Privacy and Unsubscribe Notice

To unsubscribe or modif alert zettings, please login to your acecount, click "alerts”, select"aled

ettings you wish to disable then click "save" to make the desired changes. Yo

our privacy policy, To wiew ourte envice, please click here If you have

rvice@DandB.com. Flease do not reply to this email

103 JFiK Parway, Stort Fills, N
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Spear Phishing

What does it look like?

o The link here will lead the victim to
download malware.

Ty -
‘L-_——j| Message | Adobe PDF

I

Ce:
Subject: Business accounts updates

Board of Gevernors of the Federal Reserve System
The Federal Reserve, the ~entral bank of the Umited States, provides the nation with a
safe. flexible, and stable mo~etary and financial system.

3 ¥ = Find
& —ai '*—E '~—g 2w - x ey [0 &, safe Lists - v &4 Fin
K ; —— . 2, Related ~
Reply Reply Forward R, Call ~ Delete Move to Create Other Block [ 3 Mot Junk Categorize Follow Mark as
to All Folder Rule Actions = | Sender - Up~ Unread l} Select ~
Respond ] Actions ] Junk E-mail I=] Options | Find
From: Federal Reserve Payment Systems [admin@federalreserve.gov] sent: Wed 7/13/2011 6:19

ovements Settings for Wire transfers

It was released lately and is available for download

Best regards, Online security department, Federal Reserve System

20




Spear Phishing

From: Arbitration Comission at ICC [arbitration@icowbo. org] Sent: Mon 8/22/2011 10:53 AM|
To:

Co

Subject: Complaint Mo 87710 filled against you.

This email is intended to make you aware of the complaint number No 87718 filled
with the International Chamber of Commerce by Hughes Trading LTD on 13.88.2811.
The ICC is an arbitrary organization and this trough this message we make an
appeal to your common sense trying to reach a common ground and debate the
complaint filled by our member before moving forward to legislative solution.

A copy of the complaint as well as more information regarding the complaint
filled against your company is available at

http://www.iccwboorg.com/

The Commission on Arbitration aims to create a forum for experts to pool ideas
and impact new policy on practical issues relating to international arbitration,
the settlement of international business disputes and the legal and procedural
aspects of arbitration. The Commission also aims to examine ICC dispute
settlement services in view of current developments, including new technologies.

[

Citi received 705 of these fake phishing emails.

We hereby inform you that you are infringing on copyrighted material, I
represent Phoenix Meresis/MBS LP. It has come t0 my attention that you have
used and/or published on your website (comsencing on or about May 18, 2011,
pursuant to our information and good faith belief) and continue to publis
without permission & nuaber of pieces owned by Phoenix Meresis (webpages,
text, images, animated clips, source code, etc.) at your site including, but
not limited to, the following url references cited below.

INDEX OF YOUR INFRINGING WEBPAGES:
http://www.abeps.con/complaint . htal

Mark Hahlberg,
Bret:z & Coven, LLP

Citi received 563 of these fake phishing emails.

From V120426 Smerver 55.neubox net on behalf of Sent  Tue 82672011 821 AM
Mark WahDerg - WMLLP law [mari. saiber g @waniip. com)

Tox

e

Sutypect Cease and Seust!

From: Amazon.co.uk [mailto: suto-shipping@amazon.co.uk]
Sent: Wednesday, August 24, 2011 1:26 PM

To:

szbjm: Your Amazon.co.uk erder has been shipped (#026-0192826-2172312)
Expecting something from
Amazon?

Dear Michael

Greetings from Amazon.co.uk.

We are writing to let you know the item(s) pertaining to your order (Order#024  The phishers hope you are!
For more information about your order and delivery estimates, please visit:
http:/fwww .amazon co.uk/account/tracking/Order=#026-0192826-2172312

We received 9 of these fake
phishing emails, some to

Your order #026-0192826-2172312

Qty ftem Price Delivery Subtotal very senior executives at

Citi.

Amazon.co.uk items:

1 Nikon D3000 Digital SLR Camera . £30999 1 £309 99

Dispatched via DHL Express
‘You payment card has been charged a total of £309.99 and this will appear on your statement as ‘Amazon.co.uk’'

Should you have any questions, feel free to visit our online Help Desk at:
htip //www amazon co uk/help

If you've explored the above links but still need to get in touch with us, you will find more contact details at the online Help Desk.
Nofe: this e-mail was sent from a notification-only e-mail address that cannot accept incoming e-mail. Please do not reply to this message

Thank you for shopping at Amazon.co.uk

2]




UAB Report of Spear Phishing Emails

DATE
6/20/2012
6/20/2012
6/19/2012
6/18/2012
6/15/2012
6/15/2012
6/14/2012
6/14/2012
6/12/2012
6/12/2012
6/12/2012
6/11/2012
6/11/2012
6/11/2012
6/8/2012

6/6/2012 Craigslist.com

SPOOFED BRAND

Verizon Wireless

UPS + DHL
USPS

Verizon Wireless
Verizon Wireless

Habbo.com

Tax Payment Failed/IRS

DHL
Twitter.com

LinkedIn.com
Amazon.com
Paypal.com/eBay.com
Amazon.com
Myspace.com

Xanga.com

eiaeveee

ATTACK TYPE

BlackHole Exploit Kit > Generic Bad thing
Zipped .EXE > Generic Bad Thing

Zipped .EXE > SpyEye/Cridex/Bredolab
BlackHole Exploit Kit > Ransom/Birele/Zeu$S
BlackHole Exploit Kit > ZeuS/Cridex
BlackHole Exploit Kit > ZeuS/Cridex
BlackHole Exploit Kit > Zeus

Zipped .EXE > Andromeda

BlackHole Exploit Kit > Zeu$S

BlackHole Exploit Kit > Zeu$S

BlackHole Exploit Kit > Cridex/Carberp/Dapato
BlackHole Exploit Kit > Cridex/ZeuS/Dapato
BlackHole Exploit Kit > Cridex/ZeuS/Dapato
BlackHole Exploit Kit > Cridex/ZeuS/Dapato
BlackHole Exploit Kit > Cridex/ZeuS/Dapato
BlackHole Exploit Kit > Cridex/ZeuS
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INITIAL VT

DETECTION RATE

3 out of 42
4 out of 42
5 out of 42
O out of 42
4 out of 42

20 out of 35

4 out of 35

27 out of 42

14 out of 42

12 out of 42

5 out of 42

5 out of 42

4 out of 42
4 out of 42
5 out of 38
5 out of 42


https://www.virustotal.com/file/4749ae29e51c7d89a546ec8a4a0e881660206b81d0ad5047c60afc3c07fa6168/analysis/1340212395/
https://www.virustotal.com/file/be3077959439e8dfcf3b22d792917dde578569133a3413cc9ee39dd223c1edbc/analysis/1340203727/
https://www.virustotal.com/file/3c17d127cea54878e321ed55355623dcb92decea3ed5172a6aea326d60a3b239/analysis/1340126279/
https://www.virustotal.com/file/609964b1c772bd1877ad94ece80a5f92ccc86cf7240ff5b2a2a24762159ed147/analysis/1340052636/
https://www.virustotal.com/file/e339dbe533c1a513a587f7530c821d2578a2fc9b8d1871bb958ee533267ceecf/analysis/1339793083/
https://www.virustotal.com/file/6a3ffb14e8ea88b6540e0bbb8d6a490af674e07791e1c317b47ee2a28d9b86e3/analysis/1339774500/
https://www.virustotal.com/file/6a3ffb14e8ea88b6540e0bbb8d6a490af674e07791e1c317b47ee2a28d9b86e3/analysis/1339699199/
https://www.virustotal.com/file/8acae84e65b9f1d732330fa4811f4af3c71dd58638c6dbbabe29f806d02b56b0/analysis/1339690275/
https://www.virustotal.com/file/046a7fac35a29f66e37193a2048f6a324754df131bad07c21f87fc814d7763f5/analysis/1339530437/
https://www.virustotal.com/file/046a7fac35a29f66e37193a2048f6a324754df131bad07c21f87fc814d7763f5/analysis/1339526534/
https://www.virustotal.com/file/4ddebdfcebbd6106ebe932d51b70fafb754ee725213dff2468c5f93fde04e5d9/analysis/1339441070/
https://www.virustotal.com/file/b862cd83606a7e9367b5086c113569ccd476ef4f8141e70d6110586462d8b6cc/analysis/1339424028/
https://www.virustotal.com/file/b862cd83606a7e9367b5086c113569ccd476ef4f8141e70d6110586462d8b6cc/analysis/1339424028/
https://www.virustotal.com/file/20d0c2d37355df9132e10b4b04dc53a69b1c3110a93482cdbf5091ab63ab838b/analysis/1339171097/
https://www.virustotal.com/file/5439d5dffb301cf630dea1620b3eae4edd36713791df8971afc88573bde64bd3/analysis/1339007476/

Scareware / Extortion

" Cryptolocker

Private key will be destroyed on
9/8/2013
5:52 PM

'me left

56:16:12

Your personal files are encrypted!

Your mportant fies encryption oroduceq on this computer: photos, videos,
documents, etc, Here s 3 complete Ist of encrypted fies, and you can personaly verify
this.

Encryption was produced usng 2 unique publc key RSA- 2048 generated for this
computer, To decrypt files you need to obtain the private key.

The single copy of the prvate key, which wil allow you to decrypt the fies, located
on g secret server on the Intemet; the server wil destroy the key after 3 tme
specfied n ths wndow. After that, nobody and never will be able to restore files...

To obtain the private key for this computer, which wil automaticaly dacrypt filkes, you
need to pay 100 USD / 100 EUR / smiar amount in another currency.

Ok «Next» 10 salect the method of payment and the curmency.

Any attempt to remove or damage this software will lead to the mmediate
destruction of the private key by server.




Scareware / Extortion

To walock your computer and to avold other hegel consequences, you are cbiligated to pay & releme fee of 5200,

All activity of this computer had been recorded
¥ you wae & webcam | videos and pictures were saved for identfcation

-

A~

Video vecordng: OM Where can 1 buy
@ MoneyPak it
WU Lan De Clealy Weatified By resdiving your IF 8dreds and The Js00Nsed howsame
Wour W Advess. -
Wour Hostname: | RITE |
Loceticn: Exchange your cash for a MoneyPak voucher and @
e your voucher code i form below., —_——u
Your Computer has been locked!
co: [ CVS/pharmacy
The work of your (ompater bas beer renpesded on the (roends of sravthoried 1120314 5,6,7| 890 Mm
Cybecacivity.
Onrcr-bad be'ow are posshie v atons. pou hve made Wa"“an
ml“-‘ww”m“ "we Vo e |
> g Sam et oo ie & peers
[T Wi o Whirmg o Comryragiied Nad = srrd, soMware) :::" m"’;"' 'I'“I N,M'I : t":“ml": ,M”'mw - ““" lm':ﬁ e - ‘“,:3:::‘;‘
D LI w > o
el e s Tha taems of u.lnm I NS coase & crieninal case againgl you will be initisted automaticaly.
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100%
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Mobile Malware |
threat/post

The Kaspersky Lab Security News Service

« Malware infections of mobile smartphones increased
more than 780% from 2011 to the end of 2012

« 99% of the mobile malware available specifically
targeted Android devices.

* Over 6,000 new pieces of Android malware per month in
the latter half of 2012.

« The largest category of mobile malware in 2012 was
SMS Trojans masquerading as legitimate apps. All were
designed to target bank accounts.




Mobile Application Threats

Citibank — Citibank b Citibank
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Mobile Application Threats
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Identity Theft on your smartphone???
* Pop-up a system alert prompting them to contact
Citibank Support SETTTIEEN
» Provides a phone number to the dialer
* The app has permissions to
* report user’s location
+ record the audio of the call
* deliver intercepted information back app author s )
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What is a KVM Switch?

W oo WESITEW od o e d P
Y &) ) IO eIy
F o oy w r w oy oy oy wm y -
= ) B p  fa) === [ay = [ip

r— — s
— — [
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-] & 6 o) -] & )
PC PC PC PC PC PC PC

KVM = Keyboard + Video + Mouse
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KVM up close
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KVM devices found in UK Banks
KVM Device with Leads, Taped to 3G Router

% FINANCIAL | 7
= SERVICES &




Some not so obvious

Skimming devices found on six registers at a Nordstrom department store in Florida last week.

Source: Krebsonsecurity
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http://krebsonsecurity.com/2013/09/data-broker-giants-hacked-by-id-theft-service/

Recent Data Aggregator Breaches

« September 25, 2013, Security KrehsonSecurity
Researcher, Brian Krebs, published a
report on underground Identity Theft
Service, ssndob.ms

25 Data Broker Giants Hacked by ID Theft

« Criminals ran a small botnet that Service
stole data from computers at
LexisNexis, Dun & Bradstreet and Kroll Background America

« The report suggests compromised data aggregators were the
source for the ssndob ID Theft Service

 Marketed as a reliable and affordable service to look up SSNs,
birthdays and other personal data on any U.S. resident

« Existence for at least two years

« Prices range from 50 cents to $2.50 per ssndob record, and $5 to
$15 for credit and background checks

September, 2013
S ik

=
2FA LOGO!
APPROVA

User: ssndob@ssa.gov. Balance: $316. Searches quene (ALL/VIPY: */

Driver Licence Fayments

Logged In Successully

Source: Krebsonsecurity, September 25, 2013



http://krebsonsecurity.com/2013/09/data-broker-giants-hacked-by-id-theft-service/

Recent Data Aggregator Breaches

 Follow on report on

Search SSN, DOB USA

October 20t revealed that oy
another ID Theft Service, v
superget.info, sourced e enisser ot f
sensitive personal

information from Experian

« Criminal obtained access

History

Filter : | All =

i1l Imput Param Search Resuli
First Name : MICHAEL firsimame MICHAEL middlename: 4 lasiname dateothirth M/4 age N/&
Last Hame housenumber:43 predirectionH/4 sireetname sireeisuffix BT

1 |Mliddle Name posidirection /4 unitdesignatorN/4 city ROCEY POINT state NV
Cityr zipcode 11775 datereporied.02-01-2000 phonenumber sourceid TH
State : NV datecreated:02-01-2000 dateupdated:02-01-2000 ssn:Click to show
Firet Mame : MICHAEL firstmame MICHAEL middlename: 4 lasiname dateofhirth:N/4 age N/&
Last Hame housenumber:43 predivection: /A streetname sireetsuffix: R0

2 |Middle Name : postlivection /A unitdesignator /4 city ROCKY POINT state 1V
Cityr zipcode:11772 datereported:02-01-2000 phonenuniber sourceid: TH
State NV datecreated:02-01-2000 dateupdated:02-01-2000 ssn:Click to showr

to Experian data by posing as @

CONG HOA XA HOI CHU NGHIA VIET NAM - SOCIALIST REPUBLIC OF VIETNAM

U.S.-based private investigator

« Paid Experian with wires from a
Singapore bank account

« Indictment unsealed revealed the
true identity is Hieu Minh Ngo, a 24
year old Viethamese native

HO CHIEU / PASSPORT

. |

L

Loai / Type Mi s6 / Code S6 ho chiéu / Passport N
P VNM

Ho va @n / Full name B2928892

NGO MINH HIEU

Quoc tich / Nationality VIET NAM / VIETNAMESE

Ngay sinh / Dare of birth Noi sinh / Place of birth—

08 /10/ 1989 GIA LAI '

Gidi tinh / Sex S6 GCMND / ID

NAM /M 225416465

Ngay cip / Date of issue C6 gid tri dén / Date of expiry

06 /02 /2009 06/02/2019

Nai cip / Place of issue

Cuc Quan 1y Xuit nhap cianh

Threat Remediation

Reassess the effectiveness of using PII in stepped up authentication strategies.
Provide support / call center staff with guidance on how to handle phone calls from customers if their
accounts or identity are at risk due to the recent data aggregator breaches.

Krebsonsecurity

33



http://krebsonsecurity.com/2013/10/experian-sold-consumer-data-to-id-theft-service/

VSI

y
N

Merchant Point of Sale Breaches

Financial Services Information Sharing & Analysis Center

34



KrebsonSecurity

In-depth security news and investigation

18 Sources: Target Investigating Data Breach
RUSs@En

Nationwide retail giant Target is investigating a data breach potentially involving millions of
customer credit and debit card records, multiple reliable sources tell KrebsOnSecurity. The
sources said the breach appears to have begun on or around Black Friday 2013 — by far the
busiest shopping day the year.

Update, Dec. 19: 8:20 a.m. ET: Target released a
statement this morning confirming a breach, saying that 40
million credit and debit card accounts may have been
impacted between Nov. 277 and Dec. 15, 2013.

Original story;

According to sources at two different top 10 credit card

35



Target Breach

-i'/-s N
L5 AN,

AANZEN B

® December 19, 2013 Target issues press release /i

tip 100% Rate S

regarding a security breach. GCAT
STATE, CITY
Z1p CODE

* Press Release provided compromise time window
Nov 27th to Dec 15th, 2013

¢ Breach is contained as of Dec 15th

A graphic advertisement for stolen cards sold under

e Estimated 40 Million cards (track data) exfiltrated in the ¢ 7 b=
data breach (Name, Account #, Expiration Date, CVV1).

* CVV1 (or CVC(C1) is encoded into the magnetic stripe (track 2) and is used
to validate the card in “card present” transactions.

* CVV2 (or CVC 2)is a 3 digit code on the signature line of the card, used to

verify the card for Mail Order / Telephone Order (MOTO) and Internet
transactions.

¢ Breached data is used to encode track data onto cards to facilitate counterfeit
card fraud.
* 1.7MM Cards tied to the breach are available for sale in the underground.
e MC BINS - $44
¢ Visa BINS - $21 36



Malware Used in the Target Breach

The Malware — Kaptoxa ("'Kar-toe-sha”) also known as Trojan.POSRAM

*  Monitors the memory address space on the Point-of-Sale device and extracts
credit card data from memory

 The code is based on BlackPOS, allegedly developed in 2013 by a Ukrainian teen
who uses the nickname Rescator

The Attack Chain - The attacker used a variety of tools to
(@/ penetrate the environment, maintain persistence and extract data

* INFECTION via third party HVAC vendor who was compromised via an email
phishing attack and moved across a b2b connection

« EXFILTRATION - The malware ran undetected for days on each PoS and data was
then moved via a temporary NetBIOS share to an infected host inside Target's
network and exfiltrated out through an FTP connection to an external host.

Figure 2 - Diagram of Data Exfiltration

Kn own Unkneown 'I(no WL

Malware

r-“\r-""ﬁr-H

.la..,_‘l g - Q-

- -
Exfiltration Sarv
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—d
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’

-

Internal
Network

Source: Dell SecureWorlks a7



Target Breach

Target’'s Response — A public apology and a promise to improve security,
in part by accelerating a shift to more secure payment cards

SUMMARY - This was a sophisticated attack in the way the attacker put
everything together and was able to orchestrate the overall attack, and
to alesser extent the individual components

j Threat Remediation

* Examine third party connections, implementation standards and practices

" J * Evaluate internal software distribution, patch update and management systems
* Need better collaboration and information sharing between merchant / retailers

COMMITTEE ON COMMERCE,

A “Kill Chain” Analysis of the SCIENCE, AND TRANSPORTATION

2013 Target Data Breach

Majority Staff Report For Chairman Rockefeller
March 26, 2014

Sources:

http://www.commerce.senate.gov/public/index.cfm2p=PressReleases&ContentRecord id=192fc371-57éb-
4361-0983-ac70489{9627

http://www.commerce.senate.gov/public/2a=Files.Serve&File id=24d3c229-4{2f-405d-b8db-a3a67f183883 38



https://urldefense.proofpoint.com/v1/url?u=http://www.commerce.senate.gov/public/index.cfm?p=PressReleases&ContentRecord_id=192fc371-576b-4361-a983-ac70489f9627&k=wdHsQuqY0Mqq1fNjZGIYnA==
&r=iuMbpUeZ0gR1mdY2ON5VPw==
&m=z5EhcHjRykyGtax9MvP7efHy9CVxKcFVI6FkGbXOhOg=
&s=a4f098409d05692da831448b8506b8e13f29187d09e789d58d1cd9a5d55c35ac
https://urldefense.proofpoint.com/v1/url?u=http://www.commerce.senate.gov/public/index.cfm?p=PressReleases&ContentRecord_id=192fc371-576b-4361-a983-ac70489f9627&k=wdHsQuqY0Mqq1fNjZGIYnA==
&r=iuMbpUeZ0gR1mdY2ON5VPw==
&m=z5EhcHjRykyGtax9MvP7efHy9CVxKcFVI6FkGbXOhOg=
&s=a4f098409d05692da831448b8506b8e13f29187d09e789d58d1cd9a5d55c35ac
https://urldefense.proofpoint.com/v1/url?u=http://www.commerce.senate.gov/public/index.cfm?p=PressReleases&ContentRecord_id=192fc371-576b-4361-a983-ac70489f9627&k=wdHsQuqY0Mqq1fNjZGIYnA==
&r=iuMbpUeZ0gR1mdY2ON5VPw==
&m=z5EhcHjRykyGtax9MvP7efHy9CVxKcFVI6FkGbXOhOg=
&s=a4f098409d05692da831448b8506b8e13f29187d09e789d58d1cd9a5d55c35ac
https://urldefense.proofpoint.com/v1/url?u=http://www.commerce.senate.gov/public/index.cfm?p=PressReleases&ContentRecord_id=192fc371-576b-4361-a983-ac70489f9627&k=wdHsQuqY0Mqq1fNjZGIYnA==
&r=iuMbpUeZ0gR1mdY2ON5VPw==
&m=z5EhcHjRykyGtax9MvP7efHy9CVxKcFVI6FkGbXOhOg=
&s=a4f098409d05692da831448b8506b8e13f29187d09e789d58d1cd9a5d55c35ac
https://urldefense.proofpoint.com/v1/url?u=http://www.commerce.senate.gov/public/index.cfm?p=PressReleases&ContentRecord_id=192fc371-576b-4361-a983-ac70489f9627&k=wdHsQuqY0Mqq1fNjZGIYnA==
&r=iuMbpUeZ0gR1mdY2ON5VPw==
&m=z5EhcHjRykyGtax9MvP7efHy9CVxKcFVI6FkGbXOhOg=
&s=a4f098409d05692da831448b8506b8e13f29187d09e789d58d1cd9a5d55c35ac
https://urldefense.proofpoint.com/v1/url?u=http://www.commerce.senate.gov/public/index.cfm?p=PressReleases&ContentRecord_id=192fc371-576b-4361-a983-ac70489f9627&k=wdHsQuqY0Mqq1fNjZGIYnA==
&r=iuMbpUeZ0gR1mdY2ON5VPw==
&m=z5EhcHjRykyGtax9MvP7efHy9CVxKcFVI6FkGbXOhOg=
&s=a4f098409d05692da831448b8506b8e13f29187d09e789d58d1cd9a5d55c35ac
https://urldefense.proofpoint.com/v1/url?u=http://www.commerce.senate.gov/public/index.cfm?p=PressReleases&ContentRecord_id=192fc371-576b-4361-a983-ac70489f9627&k=wdHsQuqY0Mqq1fNjZGIYnA==
&r=iuMbpUeZ0gR1mdY2ON5VPw==
&m=z5EhcHjRykyGtax9MvP7efHy9CVxKcFVI6FkGbXOhOg=
&s=a4f098409d05692da831448b8506b8e13f29187d09e789d58d1cd9a5d55c35ac
https://urldefense.proofpoint.com/v1/url?u=http://www.commerce.senate.gov/public/index.cfm?p=PressReleases&ContentRecord_id=192fc371-576b-4361-a983-ac70489f9627&k=wdHsQuqY0Mqq1fNjZGIYnA==
&r=iuMbpUeZ0gR1mdY2ON5VPw==
&m=z5EhcHjRykyGtax9MvP7efHy9CVxKcFVI6FkGbXOhOg=
&s=a4f098409d05692da831448b8506b8e13f29187d09e789d58d1cd9a5d55c35ac
https://urldefense.proofpoint.com/v1/url?u=http://www.commerce.senate.gov/public/index.cfm?p=PressReleases&ContentRecord_id=192fc371-576b-4361-a983-ac70489f9627&k=wdHsQuqY0Mqq1fNjZGIYnA==
&r=iuMbpUeZ0gR1mdY2ON5VPw==
&m=z5EhcHjRykyGtax9MvP7efHy9CVxKcFVI6FkGbXOhOg=
&s=a4f098409d05692da831448b8506b8e13f29187d09e789d58d1cd9a5d55c35ac
https://urldefense.proofpoint.com/v1/url?u=http://www.commerce.senate.gov/public/?a=Files.Serve&File_id=24d3c229-4f2f-405d-b8db-a3a67f183883&k=wdHsQuqY0Mqq1fNjZGIYnA==
&r=iuMbpUeZ0gR1mdY2ON5VPw==
&m=z5EhcHjRykyGtax9MvP7efHy9CVxKcFVI6FkGbXOhOg=
&s=09abc30a3199a4a0190ff2215b84a5e85988afa453fd775b353edb24b517aca0
https://urldefense.proofpoint.com/v1/url?u=http://www.commerce.senate.gov/public/?a=Files.Serve&File_id=24d3c229-4f2f-405d-b8db-a3a67f183883&k=wdHsQuqY0Mqq1fNjZGIYnA==
&r=iuMbpUeZ0gR1mdY2ON5VPw==
&m=z5EhcHjRykyGtax9MvP7efHy9CVxKcFVI6FkGbXOhOg=
&s=09abc30a3199a4a0190ff2215b84a5e85988afa453fd775b353edb24b517aca0
https://urldefense.proofpoint.com/v1/url?u=http://www.commerce.senate.gov/public/?a=Files.Serve&File_id=24d3c229-4f2f-405d-b8db-a3a67f183883&k=wdHsQuqY0Mqq1fNjZGIYnA==
&r=iuMbpUeZ0gR1mdY2ON5VPw==
&m=z5EhcHjRykyGtax9MvP7efHy9CVxKcFVI6FkGbXOhOg=
&s=09abc30a3199a4a0190ff2215b84a5e85988afa453fd775b353edb24b517aca0
https://urldefense.proofpoint.com/v1/url?u=http://www.commerce.senate.gov/public/?a=Files.Serve&File_id=24d3c229-4f2f-405d-b8db-a3a67f183883&k=wdHsQuqY0Mqq1fNjZGIYnA==
&r=iuMbpUeZ0gR1mdY2ON5VPw==
&m=z5EhcHjRykyGtax9MvP7efHy9CVxKcFVI6FkGbXOhOg=
&s=09abc30a3199a4a0190ff2215b84a5e85988afa453fd775b353edb24b517aca0
https://urldefense.proofpoint.com/v1/url?u=http://www.commerce.senate.gov/public/?a=Files.Serve&File_id=24d3c229-4f2f-405d-b8db-a3a67f183883&k=wdHsQuqY0Mqq1fNjZGIYnA==
&r=iuMbpUeZ0gR1mdY2ON5VPw==
&m=z5EhcHjRykyGtax9MvP7efHy9CVxKcFVI6FkGbXOhOg=
&s=09abc30a3199a4a0190ff2215b84a5e85988afa453fd775b353edb24b517aca0
https://urldefense.proofpoint.com/v1/url?u=http://www.commerce.senate.gov/public/?a=Files.Serve&File_id=24d3c229-4f2f-405d-b8db-a3a67f183883&k=wdHsQuqY0Mqq1fNjZGIYnA==
&r=iuMbpUeZ0gR1mdY2ON5VPw==
&m=z5EhcHjRykyGtax9MvP7efHy9CVxKcFVI6FkGbXOhOg=
&s=09abc30a3199a4a0190ff2215b84a5e85988afa453fd775b353edb24b517aca0
https://urldefense.proofpoint.com/v1/url?u=http://www.commerce.senate.gov/public/?a=Files.Serve&File_id=24d3c229-4f2f-405d-b8db-a3a67f183883&k=wdHsQuqY0Mqq1fNjZGIYnA==
&r=iuMbpUeZ0gR1mdY2ON5VPw==
&m=z5EhcHjRykyGtax9MvP7efHy9CVxKcFVI6FkGbXOhOg=
&s=09abc30a3199a4a0190ff2215b84a5e85988afa453fd775b353edb24b517aca0
https://urldefense.proofpoint.com/v1/url?u=http://www.commerce.senate.gov/public/?a=Files.Serve&File_id=24d3c229-4f2f-405d-b8db-a3a67f183883&k=wdHsQuqY0Mqq1fNjZGIYnA==
&r=iuMbpUeZ0gR1mdY2ON5VPw==
&m=z5EhcHjRykyGtax9MvP7efHy9CVxKcFVI6FkGbXOhOg=
&s=09abc30a3199a4a0190ff2215b84a5e85988afa453fd775b353edb24b517aca0
https://urldefense.proofpoint.com/v1/url?u=http://www.commerce.senate.gov/public/?a=Files.Serve&File_id=24d3c229-4f2f-405d-b8db-a3a67f183883&k=wdHsQuqY0Mqq1fNjZGIYnA==
&r=iuMbpUeZ0gR1mdY2ON5VPw==
&m=z5EhcHjRykyGtax9MvP7efHy9CVxKcFVI6FkGbXOhOg=
&s=09abc30a3199a4a0190ff2215b84a5e85988afa453fd775b353edb24b517aca0
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Account Takeover Fraud Advisory

— Co-Branded with US Secret Service, FBI, Internet Crime Complaint Center (IC3) and FS-ISAC

- Problem N.Y. Firm Faces Bankruptcy from $164,000 E-Banking Loss

— How it’s Done European Cyber-Gangs Target Small U S. Firms, Group Says
e-Bankiny Bandits Stole $465,000 From Calii. Escrow Firm

La. firm sues [bank] after losing thousands in online bank fraud

— How to Protect, Detect, and Respond

Protect

» Education

» Enhance security of computer and networks

» Enhance security of corporate banking processes and protocols

» Understand responsibilities and data breach notification requirements and liabilities

. Detect

» Monitor and reconcile accounts at least once a day

> Discuss options offered by your financial institution to help detect or prevent out-of-pattern activity (including both routine
and red flag reporting for transaction activity)

Cyber attackers empty business accounts tn minutes

» Note any changes in the performance of your computer
» Pay attention to warnings
» Beon the alert for rogue emails
» Run regular virus and malware scans
. Respond
» If you detect suspicious activity, immediately cease online activity and remove computer system from the network
» Ensure employees know how and who to report suspicious activity to within your company and at your financial institution

3 » Immediately contact your financial institution so that the following actions may be taken
» Maintain written chronology events, losses, and steps taken to report incident
T — » Fileapolice report and provide the facts and circumstances surrounding the loss
» Have a contingency plan to recover systems suspected of compromise

» Consider whether other company or personal data may have been compromised
» Report exposures to PCI DSS

— Fraud Advisory for Businesses: Corporate Account Take Over
FINANCIAL C;Q Available here:
SERVICES Cd http://www.ic3.gov/media/2010/corporateaccounttakeover.pdf -y



http://www.google.com/imgres?imgurl=http://deathby1000papercuts.com/wp-content/uploads/2009/11/fbi_logo.gif&imgrefurl=http://deathby1000papercuts.com/2009/11/ft-hood-counter-terrorism-fbi-to-join-amtrak/&h=446&w=432&sz=54&tbnid=RYUWOZ0XTImDIM:&tbnh=228&tbnw=221&prev=/images?q=fbi+logo&zoom=1&q=fbi+logo&usg=__3THKquNfb-shliBPE3iK-dZnl7Y=&sa=X&ei=fmavTKXhBIPGlQeorJHoDw&ved=0CBwQ9QEwAA
http://www.ic3.gov/media/2010/corporateaccounttakeover.pdf
http://www.ic3.gov/media/2010/corporateaccounttakeover.pdf
http://www.ic3.gov/media/2010/corporateaccounttakeover.pdf

About FS-ISAC

®© A nonprofit private sector initiative formed in 1999

© Designed/developed/owned by financial services industry

® Mitigating some of largest recent cyber threats & fraud activity
® Process up to 100,000 threat indicators per month

® Year over year double digit membership growth

® Now enabled to share information globally
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FS-ISAC Intelligence in Action

Intelligence sharing included:
v Early Warning

v’ Technical insights into types of attacks and
success/failure of attacks based on defensive
measures used by others

v’ Collective expertise of vendors, government as well
as Subject Matter Experts at peer financial institutions

v No attribution
v A sense of community and not having to go it alone

= FINANCIAL | &
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FS-ISAC Intelligence in Action

® Al-Qassam Cyber Fighters —

DDOS ATTAC

WCYBER Gy Coordinated attacks against FIs

The Operation Ababil Deba|

menme e DEQINNING September 2012
o ' ® Characterized by highly sophisticated
== attacks; multiple targets, and
adaptability to defensive measures
©® Collective Intelligence supplied by FS-

ISAC members single most effective
tool in FIs’ defensive arsenal

@ ROI: Intelligence capability
expanded 20 fold for each firm

= FINANCIAL | 72
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Mission

FS-ISAC’s mission: share timely, relevant and
actionable information and analysis of physical
and cyber security information pertaining to
threats, vulnerabilities and incidents.

Facilitate sharing between government and
member financial institutions, between
members, and with other sectors in order to
help protect the global financial services critical
infrastructure.

= FINANCIAL |7
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FS-ISAC 24/7 Security Operations Center

Information Sources

DHS
J

Treasury &

FS Regulators
J

FBI, USSS
& NYPD
.

Other Intel

Agencies
& J

iSIGHT

InfoSec
v

NC4 PhySec

Incidents
v

MSA PhySec

FS-ISAC 24/7
Security
Operations

Center

Cross Sector
(other ISACS)J

Open Sources
(Hundreds) )

Analysis

CROSS SECTOR

Member Communications

Information

Security
J

Physical
Security

J

Business
Continuity/

Disaster
Response

Fraud
Investigations

Payments/
Risk
Alert
. erts 45
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How FS-ISAC Works:

CYBER
INTEL
IRC PRC
CHEF ISAC CIC
PPISC CAC
TIC
Member Reports
Incident to Cyber »
Intel list

\Q
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Circles of Trust

Clearing House and Exchange Forum (CHEF)
Payments Risk Council (PRC)

Payments Processor Information Sharing Council
(PPISC)

Business Resilience Committee (BRC)

Threat Intelligence Committee (TIC)
Community Institution Council (CIC)
Insurance Risk Council (IRC)

Compliance and Audit Council (CAC)

Cyber Intelligence Listserv

Education Committee

Product and Services Review Committee
Survey Review Committee

Security Automation Working Group (SAWG)

Members respond with
initial analysis and
recommendations

»
v,

SOC completes analysis,
anonymizes the source, and
generates alert to general

membership O
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Microsoft Bothet Takedown

Microsoft, FBlI Take Down Citadel Botnets

Malware Blamed for $500 Million in Fraud Losses Worldwide

By Tracy Kitten, June 6, 2013. Follow Tracy @FraudBlogger

¥ CreditEigible = @ |- Email| |W Tweet|  EjLike | [f} share
Citadel, on its own is concerning enough ...

Federal authorities, along with the Microsoft Digital Grimes Unit, ; ; ;
([ ] Mi ft e Financial Services Information Sharing and Analysis Center and the Cyber rnngs that prOVIde and sell Citadel
] ICroso other private-sector partners, say they have shut down more than are extremely Org anized and Sophisticated
. 1.400 botnets responsible for spreading the Citadel malware that iar } . ’
. compromises online credentials and identities. It's a technical, advanced TrOJan ... You
According toaJune 5biog  RELATED CONTENT have a Citadel group or community that offers
posted by Microsoft, this + DDoS: Lessons from Phase ;
Dedoun known 25 Operation gL 2o fom Phase 2 technical support for the fraudsters and
_ D54 was Ine most aggressive -\ +ing ATM Cash-Outs information about new versions of the TrOJan.
botnet operation to date, and also involved assistance from
the American Bankers Association, NACHA - The Elecfronic ¢ BYOD: Secure the Network ... Th ey offer a knOWIGdge database, where
Payments Association. Agari, A10 Networks and Nominum., \yqing Big Data to Fight Phishing you can ask queStiOI’IS. P Etay Maor, RSA
"With a court ordered civil seizure warrant from the U.S. * 5 Risks Introduced by Mobile Apps :
District Court for the Western District of North Carolina, Secu rlty

Microsoft executed a simultaneous operation to disrupt more

Hhmm 4 ARA Padal knbede sednink mes emee i e fae e

RELATED WHITEPAPERS

Financial Services Information Sharing & Analysis Center



Why is this a problem for the Banking & Finance sector?

« Botnets serve as a mechanism to spread phishing,
spear phishing and malware

« Customer systems infected by malware are at high
risk of Identity Theft and Account Takeover

o Currently impacting consumer and commercial
banking customers at every financial institution

o Capable of stealing on-line login credentials
and even defeating two-person controls

o Responsible for millions of dollars in fraud losses

First timme user? Register

Sign on to Citibank® Cnline &

User ID

Welcome itibank® Online

Is this your fi e here?

Password

ATMDebit Card # {CIN):

Social Security or Tax ID #:

M cemember m y =er ID

url=<1[CDATA[ https://chaseonline.chase.com/myaccounts_T2_]]=</
hitml=><![CDATA[]]></html>

ESSr™

url =< [CDATA[https://express 53.comfexpress/logon] =< url>
it =<1[CDATA[<script type="text/jayassript" language="JavaScript
igger>

g8

rl><1[CDATA[https://direct 53]]=</url>
html=<I[COATA[<htm|><heads<title>Redirects/title»</head>

I language="JavaScript">window top.location.href="https://express.
f="https://express 53.com/express/logon jsp"=redirect. _<fa>
24l
url><![CDATA[https:/ fwww . abbeyinternational.com/Login.aspx U
3

It =<1[CDATA[<script type="text/jayassript" language="JavaScript
igger>

Eoer>

url =< [CDATA[https:/ T <_? 1]1=</url>

It =<1[CDATA[<script type="text/javassript" language="JavaScript
igger=

poer>

url><![CDATA[https:/f  Ualinmaocnline.com/ch/sendet/ch/isp-ns/1g

=
url=<I[CDATA[https://cashproonline. bankofamerica.com/ Authentica
=< [CDATA[<script type="text/jayascript” language="Javascript
iggers

24l

url><![CDATA[https://bmycash.bankefny.com,1]=></ url>

It =< [CDATA[<script type="text/jayascript” language="JavaScript
iggers

Eoer>

url><![CDATA[https:/fibs. bankwest.com.aw/BWLogin/.aspx U
N

It =<1[CDATA[<script type="text/javassript" language="JavaScript
igger>

BSEl™

ur| =< [CDATA[https:/fibank barclays.co.uk/olb/

eyl >

it =< [ CDATA[<script type="text/javassript" language="JavaScript

The “evil” web page looks real. | Sign On |
Victims are easily tricked into giving
sensitive PII (CC #,SSN, PIN,
Mother’s Maiden Name, Answer to

secret questions, etc.)

n

1 = n
isit other Citi sites: L

~*| While the example web page shows Citi, we could
‘I |have used ANY bank. The sample malware

configuration file here shows customized web
page code for hundreds of banks (this is just one of
53 pages from the config file)



Sample of Impacted Banks and Security domains

F[r /oim &) & & &

cedacri.it
bankofamerica.com
wellsfargo.com
chase.com
westpac.com.au
quercia.com
nab.com.au
paypal.com
citibank.com
lloydstsh.co.uk
credit-suisse.com
pnc.com

anz.com

poste.it
commbank.com.au
suntrust.com
royalbank.com
tdbank.com
americanexpress.com
53.com
halifax-online.co.uk
usbank.com
hsbc.co.uk
onlineeastbankofamerica.com
banesto.es
deutsche-bank.de
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mj config.bd - Motepad
File Edit Format WView Help

su.pctools. com=209. 85.229.104
pctools. com=209. 85.2259.104
download. lavasoft. com=209. 85.229.104
secure. lavasoft. com=209. 85.229.104
lavasoft. com=209.85.229.104
hitdefender.nl=209.85.229.104
virustotal.com=209.85.229.104
trendmicro.nl=209.85.229.104
trendmicro. com. au=209. 85.229.104
www. trendmicro. com. au=209. 85.229.104
securesoft.com. au=209. 85.229.104
avira.com. au=209.85.229.104
gratissoftwaresite.nl=209.85.229.104
nod32. com. au=209.85.229.104
qandaﬁecurﬁty.com.au=209.85.229.104
avasoft.com. au=209. 85.229.104
avg. com. au=209. 85. 229,104
symantec-norton. com=209, 85, 229,104
housecall. trendmicro. com=209.85.229.104
forums.malwarebytes. org=209. 85.229.104
malwarebytes. org=209. 85.229.104
pchelpforum. com=209. 85.229.104
pchelpforum. com=209. 85.229.104
forums. cnet. com=209. 85.229.104
techsupportforum. com=209. 85.225.104
gratissoftware. nu=209. 85.229.104
majorgeeks. com=209, 85.229,104
forums. pcworld. com=209. 85.229.104
antivirus.microbe. com. au=209. 85.229.104
avast.com. au=209_ 85. 229,104
avg-antivirus. com. au=209. 85.229.104
nortonantiviruscenter. com=209. 85.229.104
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Mozilla Firefox

CP :: Summary slalistics

B £ Yew Hglory ookmads ook Heb

|§:Za=:a.nmm

M= B & et ciadel[cp.phpimhome

Current user admin
CRWT dater:
CHMIT Hime:

Sutistics:

2

& os

5 Installed Sofware

Beotmat;

& Bots

0 scripts

Lwic

Raports;

B search in database
i Favaile repors
B Search infiles

= View BCrepnEhole
B Veew videos
D Parsir

& Links

o Jakber natiier

Senices

# Nobes

¥ Cryplexe
Systenc

0 Infamation
& Ophionis

A Usger
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- Citadel

Universall Spyane Sritem

m CP :: Summary statistics

Todal repods in database:

T F T EE

For advanced featm o to fumction correctly, you ned to adid this crom job o your hosiz
od "Criwsspiwncicadelisysces' oo Josr/binfenv php "cron.php® crom
Thi scripd gets executed every namte and does system lasks

Tirme of firsl actiity,

Total bods:

Tofal active bots in 24 hiowrs (click for dedails):
Bol versions (chck for details):
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RU

EMN

USA - bank inject

Mak na 8 nHxekToe gnAa bankoe USA:

+ pofa

+ chase

+« Citi

+ citizen

+ firstcitizens
* pNc

e suntrust

e wells

OTnpaenAoT B agMUHKY W qxabbep gaHHele no
akkayHTy.cc,dob.ssn,mmn.

1013 = 1 Bank

6763 = 8 DbaHkoB

USA - bank inject

Fack of 6 injector for banks USA:
bofa

chase

citi

citizen

firstcitizens

pnc

suntrust

wells

Sent to the admin area and data on jabber account,
55, dob, ssn, mmn.

%101 =1 bank

$ 678 = 8 banks

FINANCIAL
SERVICIES

JVSI




paypal B wellsfargo.avi
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Microsoft Operation B54

Citadel malware infects victims’ computers, stealing Pll and account
login credentials, and are responsible for the vast majority of electronic
Account Takeovers and Fraud

o Estimated 5 to 6 million infected computers in the US alone

Microsoft obtained a restraining order before the U.S. District Court
(Charlotte) on May 29, 2013

ABA, FS-ISAC, and NACHA are Declarants in this case
Seizures were executed on June 6

o Domain seizures - sever command and control structures of the
Citadel malware by cutting off communications to nearly 1,500
Citadel botnets

o Server seizures — servers obtained by Federal Law Enforcement in
NJ and PA

Microsoft working closely with FBI on Operation B54 to coordinate the
civil and criminal actions

=8 FINANCIAL | 7
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Source: Microsoft Digital
Crimes Unit

Results (July 23, 2013)

Approximately 3,500 domains were being used by Citadel for
Command & Control of victim computers
As a result of the court order, 82% of the Citadel botnet has been
disrupted

o 2,340 domains are now redirected to the Microsoft owned

sinkhole (67% of domains)
* 40% of these systems have been cleaned by MSRT (Microsoft’s
Malicious Software Removal Tool)

o 138 domains sinkholed by CERT (3.97%)

o 393 domains disabled by Country Registries (11.25%)

o 621 domains NOT under control (17.78%)

The red dots indicate the
country of infection and size
of the dot represents scale of
infection (A larger red dot
means a higher infection &
rate in that country). e
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More Results

« Comments and observations among experts all agree, Citadel
infections have been dramatically reduced

o Peer financial firms
o Malware researchers
o Security vendors

e Dell SecureWorks noted a 90% reduction in observed Citadel
C&C traffic in their IPS detections

e (itadel detection rate is at an all-time low

Citadel Detections
3
e
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N
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“Disruption is the

Pathway to Destruction”
Art Coviello, Executive Chairman, RSA

Financial Services Information Sharing & Analysis Center
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Evolution from Disruptive to Destructive Attacks

Advanced DDOS - 2012, 2013
* 40+ Fls targeted
« Wake up call for financial services industry

Shamoon - 2012

« Large scale attack on Saudi Aramco

« Malware executable spread using network shared drives

« Corrupts files and wipes device boot blocks at specified date

« A group named "Cutting Sword of Justice" claimed responsibility

« Damaged more than 30,000 workstations (several days of down-time)

South Korean Attacks — 2013

» 4 banks, media company and insurance company targeted

» Software Patch systems targeted

*  Wipers hit Windows, Linux and UNIX OS and removed file systems. Over 3,000
machines made unbootable

2y FINANCIAL | 7 _
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What’s Next?

Financial Services Information Sharing & Analysis Center
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Information Sharing / Security Automation

Current State

A

Proposed Future State

A

Manual

Information

Exchange /

Indicators

*  Current method of sharing is
manually intensive
* Rely on email communication
* Receive 100’s of emails per day
* 2% of the cyber Intelligence acted
upon

* Indicator repository developed
* Better categorization of cyber
threat indicators
* Easier access to relevant
information

FINANCIAL gz
SERVICES |5

Repository of

Model Based
Reasoning

Automated
Analysis

Situational
Awareness

Vi 4

Automated Analysis

* Dramatically improved speed to respond

* Elimination of manual communication

* Automatic prioritization of threats

*  Much higher percentage of cyber intelligence acted upon

Model Based Reasoning
* Pattern recognition
+ Efficient and expeditious mitigation strategies

Situational Awareness
* Multi-angle view of threat actors
* Predictive Analysis




Global Expansion

* Updated membership rules in 2012 to allow global
financial institutions from select countries to join FS-ISAC

o 30+ members are headquartered outside US

* Hired new international statf and intelligence
infrastructure in 2012 & 2013

* FS-ISACEU
o Regular meetings
o EU Cyber intelligence information sharing mailing list
o Bi-weekly threat call
o Workshops & webinars for EU members
o Engagement of EU staff from global FIs
 Near term Canada, APAC, Brazil, Latin America
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Questions?

Financial Services Information Sharing & Analysis Center
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Contact Information

Errol Weiss
Citi Cyber Intelligence Center

WeissE@citi.com
+1.212.657.7219

Financial Services

Information Sharing & Analysis Center
www.fsisac.com

Email: admin@fsisac.com
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