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Agile Overview
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What is Agile?

A MINDSET

FAMILY OF
PRACTICES

Scrum
Kanban

Feature Driven
Development (FDD) XP

Dynamic Systems
Development Method (DSDM)

Adaptive Software
Development

Lean

The 4 values

Individuals and interactions  over

Business impact
Stakeholder collaboration over

Responding to change over

Processes and tools

Comprehensive
documentation

Audit mandate

Following a plan




What does being Agile look like?

12 Agile IA Principles

Satisfaction through continuous delivery

Welcome change

Frequent delivery

Cooperation with business

Motivated individuals

Attention to enhance agility

Collaboration

Business impact

Sustainable delivery

Excellence through reflection

Focus on essentials

Self-organizing



Waterfall vs. Agile Internal Audit

@ Traditional Internal Audit Agile Internal Audit
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The Agile Imperative

Challenges facing organisations and Internal Audit

Impact - value by design
Quality - surfaces issues
quickly

Performance - full
transparency

Decision making — more
informed

Less time to value - business changes
sooner

Increased productivity - reduced waste

Quicker adaptation — embraces changes

More efficient - flatter, self-organised
teams

Stakeholders — more engaged
Teams - feel motivated

Individuals - empowered

Sustainable - stress/performance
optimised



Agile |IA end-to-end

Four Roles « Five Events « Five Artifacts
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What are the roles in a Scrum Team?

A Scrum Team is a cross-functional project delivery team who will develop iterative audit deliverables to
accomplish a sprint.

Characteristics of a Scrum Team

- Cross-functional: Comprised of a team of Internal Audit individuals.

- Stable: Membership of the teams does not change, and the team works together full time throughout the audit. This
builds trust and results in efficient delivery of valuable business insights. Ideally, the team stays together for multiple
audits.

- Collaborative: Team works hand-in-hand to define testing, conducts testing, and validates results in a time-boxed iteration.

+ Audit Project Champion: * Audit Scrum Master:
 Strategic decision maker Servant leader for the audit team
* Relationship manager Facilitator of the Agile process—scrum
+ Socializes and advocates Internal Audit and the events, mindset, approach

move to Agile Escalates and removes team impediments
Grows the team’s competencies

« Audit Product Owner:

+ Sets the direction and vision for the audit + Audit Team:

+ Translates stakeholders' needs into » Manages “how the work” gets completed @
value/outcomes + Contributes to backlog prioritization

» Accepts or rejects project iterative results + |dentifies, drafts, and communicates

observations

Agile Coach
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Getting Ready
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Sprint zero: Where do we start?

Audit Canvas Social contract

Story mapping Develop audit backlog

e
Notre g - o [, .
e
ety 4
e
o ——

Develop user stories

| Epic name |

| Feature name |

| Acceptance criteria

| Size estimation

| Definition of ready

| Owner I

| Definition of done
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How do we want to operate as a team?

Setting expectations for logistics, behavior, and other factors

Logistics

« What is the cadence for this project?

« What are the core hours for the team?

«  When will the team have daily stand-up meetings?
« What are the roles for the team members?

* Who will schedule events?

Behaviors

« What are the norms and values for the team
members?

« What should the team do if a member works outside
the norms?

Other
« What other aspects would the team like to agree to?

These are starter questions - each team needs to discuss and determine

what makes sense for their audit.

14



Audit Canvas

Cross Business Area Impact

Geographical Distribution
Prior internal / external reports
Self-reported issues of business and current initiatives

e —————

Business Highlights / Concerns Project Drivers Cross-Functional Impact
* How does the business area align with the Corporate Strategy? * Why is this project important to the business? * Key IT systems / reports supporting and / or monitoring
* What are the business’s objectives? * Why is it on the audit plan? Drivers from the risk assessment? the business process?
* What are the risks for the business achievingits objectives? * What is going on within the business? * Implications of change?
* Relevant business metrics? * What is the value-add (relevance) to the enterprise? * Compliance considerations?
* **Concerns raised by the business? * What are we solving for? * Financial Reporting / Impact?
* **|ssues identified by the business? ¢ What questions will be answered at the end of the review?
* Business initiatives to resolve A
mmmmmmmmmmmmmmmmmmmmmmmmmmmmmm | [mmmmmmmmmmmmmmm e m—mmmemmmmm e | Guidance: !
1 . . . . * Compliance elements
: Guidance: 1 1 Guidance: ) * Alignment with business 1 : . DatapAvailab/e/Reports Used :
| ° Interviews with Executive Accountable and key 1 I+ Understanding of the control strategy, goals, and/or 1 1 * Exception Reports 1
1 business area stakeholders to agree on the "so what” 1 : environment objectives ! 1« Financial Impact 1
1 Business process narratives / flowcharts : | ° [Internal / External influences * Alignment with business area : V'« operational Impact 1
: Internal management reports 1 | * Qualitative and/ or Quantitative risk 1 : «  Global Functional Team Involvement 1
H Revenue / Expenses; Costs to Operate 1 Uy [ US| 1 1
1 ! S :
i 1
i 1
1
oy

Value Proposition

* What is the business value of doing an audit in this area?
* How does this audit bring value to the business?

Key Stakeholders Project Team euidance: ) Additional Information
1 * Finance / Operations |
* Executive Accountable - Who is most concerned about the value of the project? s Product Owner 1 / IT / Compliance 1 * Key callouts
* Cross functional Executive(s)- What other functions will be Scrum Master 1+ Data Analytics : « Comments from business
. ® S T V'« Giobal Functional 1 K
most impacted? Guidance: crum team U eam i * Parking lot
* Internal Audit Market Leader * Executive Accountable ** (Officer 1 person I * Businessarea 1
removed from the EC) 1 Subject Matter 1
e Internal Audit Market Leader (CAE Direct 1 Expertise 1
Report) L______________:
Project Objectives & Scope Backlog Audit Timelines
* What will this project accomplish? ¢ |dentify and prioritize the sprint backlog. * Sprint Time-box
* What is needed to achieve the project objectives? ¢ Define project sprint time frame? * Audit Time Line
* What are the concludable areas for the project? * Other Target Dates

Guidance: Guidance:

Applicable business areas (sub-processes) * Timing of Sprints

Business Policies & Procedures * Roadmap & Release Plan Highlights
Laws & Regulations * Final project deliverable date

Data / Transactions
Timing

Locations

1 Guidance: 1
I« Hierarchy of sprint backlog based on risk and 1
: value / importance to the business and 1
1 achieving the audit objective. 1
1 °* Additional sprints resulting from audit results :
H 1

1
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Business Highlights / Concerns

How does the business area align with

the Corporate Strategy?

What are the business’s objectives?
What are the risks to the business
achieving its objectives?

Relevant business metrics?
**Concerns raised by the business?
**|ssues identified by the business?
Business initiatives to resolve

Guidance:

Interviews with Executive Accountable and key
business area stakeholders to agree on the “so
what”

Business process narratives / flowcharts
Internal management reports

Revenue / Expenses; Costs to Operate
Geographical Distribution

Prior internal / external reports

Self-reported issues of business and current
initiatives

Project Drivers

* Why is this project important to the business?

* Why isit on the audit plan? Drivers from the risk
assessment?

* Whatis going on within the business?

* What is the value-add (relevance) to the enterprise?

* What are we solving for?

* What questions will be answered at the end of the
review?

Guidance:

Understanding of the control environment

Internal / External influences

Qualitative and / or Quantitative

Alignment with business strategy, goals and / or objectives
Alignment with business area risk

Value Proposition

* Whatis the value of doing an AGILE audit in this
area?

* How is an AGILE audit going to bring value to the
business?

Cross-Functional Impact

* Key IT systems / reports
supporting and / or
monitoring the business
process?

* Implications of change?

* Compliance
considerations?

* Financial Reporting /
Impact?

Guidance:

Compliance elements

Data Available / Reports Used
Exception Reports

Financial Impact

Operational Impact

Global Functional Team
Involvement

Cross Business Area Impact

16



WHO: Audit participants

Key Stakeholders

* Executive Accountable - Who is most concerned about the
value of the project?

* Cross-functional Executive(s) - What other functions will be
most impacted?

* |Internal Audit Market Leader

Guidance:
* Executive Accountable ** (Officer 1 person removed from the EC)
* Internal Audit Market Leader (CAE Direct Report)

Project Teams

 Product Owner
 Scrum Master
e Scrum Team

Guidance:

* Finance / Operations / IT /
Compliance

* Data Analytics

* Global Functional Team

* Business area Subject
Matter Expertise

Additional Information

* Key callouts
e Comments from business
* Parking lot

17



WHAT: Audit objectives, scope, and time line

Project Objectives & Scope

What will this project accomplish?
What is needed to achieve the project
objectives?

What are concludable

areas for the project?

Guidance:

Applicable business areas (sub-processes)
Business Policies & Procedures

Laws & Regulations

Data / Transactions

Timing

Locations

Backlog

* Identify and prioritize the sprint backlog.
* Define project sprint time frame?

Guidance:

* Hierarchy of sprint backlog based on risk and
value / importance to the business and
achieving the audit objectives.

* Additional sprints resulting from audit
results and sprint retrospective

Audit Timeline

* Sprint Time-box
* Audit Time Line
* Other Target Dates

18
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Agile hierarchy of work

Based on the Audit Canvas, break the work down into the following categories:

€€ FCpic

Large scope areas that
the team will audit and
which the stakeholder

will derive value from
having audited

€€ Feature

Smaller component of
EPIC—consists of a
group of user stories that
contain areas/topics to
conclude on

€€ User story

Actionable, bite-sized
pieces of work;
Audit requirements or
test objectives/criteria to
prove or disprove a
hypothesis that draws a
conclusion on one aspect
of the Feature

Strategy

Execution

20



How do | prioritize user stories in sprints?

Step 5: Prioritize user stories based on business value and spread roughly into sequential groups (we will describe later).

High-level objective/strategic goal

Feature 2 Feature 2

Epic Epic 1

Feature Feature 1 Feature 2 Feature 1

Story 3 Story 4 Story 2

Sprint 1
Sprint 2

Sprint 3

21



How does story mapping help mitigate

Things can get lost in translation.

« These are collaborative practices!
« Highly visible and light-weight

« Usingrelatable terms

We can lose sight of the forest for the trees (get lost in the details).

Story map keeps focus on the forest.

User stories keep focus on the trees.

Facilitates focus on the right level of detail at the right time!

Don't build solely from the bottom up, but make sure to start with the big things.

It's easy to become disconnected from user value, if we were ever connected at all.
« Again, it's collaborative, and includes the user/business.

« User stories can have their value confirmed once delivered.

- Story map facilitates iterations and broader validation.

It's hard to estimate time and cost at the start of the project.
« User stories are estimable units.
« They separate must-haves from nice-to-haves, focusing effort!

“If I'd asked my customers what
they wanted, they'd have said a
faster horse.”

Henry Ford

22



Sizing and Estimation

Fundamentals: Why does relative sizing work?

We are inherently bad at estimating with time as the unit of measurement.

« Time is not tangible.
+ Time is subjective.
+ Time changes with perspectives.

We are extremely good at making comparisons between objects and tasks.

23



Avisual display is used to visualize the progress of an Audit Scrum Team and to facilitate transparency and
communication regarding emerging points of view.

Activities Sample visual display
1. Lay out the workflow Prioritized Sprint _
2. Onboard work ngﬂ';g Backlog In Progress In Review Blocked Done
3. Operate the board
4. Evolve the board BN | ]
o m | =
H B HE B E B
H N [ ] ]
H B
]




Example — audit backlog

AUDIT BACKLOG Sprint Backlog

Authentication
Methodology

Change

Securing the Data Management

Understand
Section
Management

Understand the

Interfaces Problem Logging

Role Based
Access

Data Flow from
Systems to CWP

Client Settings
Elale N @olalige][S

Data Flow from
CWP to Systems

Agent Settings

Recertification and Controls

Patch
Management

Input Control

Strategy Event Definitions

Effectiveness of
Application
(@olplige]S

Content

User Events Management

Duplicate

Technical Events .
Sections

Error Messages

Transaction
Errors

Customer
Experience

In Progress

25



Sprinting and Concluding



Sprint planning

Plan the work to be performed in the sprint through the collaborative work of the entire team.

WHO

« Audit Product Owner
e Scrum Master
« Audit Team

Key considerations:

» Frame: Establish the backlog for the sprint, and
identify velocity and impacts to capacity.

» Select: Pull “ready” work items from the audit
backlog that are in line with audit priorities.

+ Clarify: Ensure everyone understands the work
being lined up for the sprint.

» Decompose: Break each work item down into a set
of tasks to help manage work completion
throughout the sprint.

» Commit: Do a final review and commit to the sprint
plan.

WHAT

¢ A maximum four-hour event (for a two-week

sprint) that occurs at the start of each
iteration

Product Owner confirms with the Audit Team
that the audit backlog is ordered based on
priority; they come to agreement if there has
been changes

Team identifies what can be delivered in the
iteration in support of the Audit Product
Owner’s sprint goal, and how it will be
achieved

The Scrum Master ensures the event takes
place and that people understand its purpose

The Scrum Master teaches the team to keep
the event within its timebox

WHY

» Ensures alignment on the sprint goal and what

will be done during the sprint

Provides an opportunity for changing
requirements up until the start of the sprint to
ensure the team is auditing the highest priority
items

27



Daily scrum (stand-up)

WHO

* Scrum Master .
« Audit Team

+ Product Owner (optional but is helpful to be
on if there are questions or impediments to
address in the 16th minute)

Key considerations:

* Meet: The team meets at a set time and place each day for
15 minutes to answer the three questions and coordinate
work (ideally around visual display).

* Break: The team leaves the meeting knowing what they need
to do that day and to swarm around any problems
identified.

WHAT

The Scrum Master facilitates the event.

The structure of the event is set by the team
and should enable the team to report to each
other, not to the Scrum Master (e.g., three
questions format, walking the board, etc.)

Three questions: 1) What did you accomplish
yesterday? 2) What will you accomplish today?
3) What are your impediments?

The Scrum Master helps the team to keep the
daily stand-up within the 15-minute time-box.

Other conversations and anything else left to
discuss should be discussed after the stand-

up.

WHY

 Inspect progress towards the sprint goal and

the sprint backlog.

Provide an opportunity for the team to change
their plans.

» This event optimizes the probability that the
team will complete the committed user stories.

* The team should understand how they plan to

work together as a self-organizing team to

execute user stories and create the POV by the

end of the sprint.

28



Point of view (POV)

A POV is a summary of the relevant insights gained from observations and
stories. An audit POV is a condensed understanding of the area with highlights
of key insights of the state of risk and controls within the area.

Short and concise (e.g., similar to a 30-second elevator speech)
Ties back to strategy

Auditor’s factual opinion on current state

Insights to relevant risks and exposures

Why do we need a point of view?

« APOQV provides focus and articulates the relevance of the work performed.
* It fuels brainstorming and obtains buy-in from various audiences.
« It articulates the “so what” of our audits.

The goal is to develop a concise point of view by aggregating from a concrete set
of observations and stories to extract relevant insights.

OBSERVE

UNDERSTAND

FACTS

29



Sample POV

Project POV: This is the space for the project-level POV, which is heilng
@ determined at the start of the project, updated throughout, and Fill in
finalized at the end, based on project learnings. The project-level color

POV should connect with the strategic objectives.

Sprint POV 3

What did we learn based on the hypothesis?
How does what you learned influence the
project-level POV?

ﬁ

Sprint POV 2
What did we learn based on the hypothesis? How does what

l you learned influence the project-level POV?

Sprint POV 1
ﬁ What did we learn based on the hypothesis? How does what you

learned influence the project-level POV?

Sample format

Summary Observations, Impact, and Management Action Plans (MAPs)

Observation

Impact

MAP Rating

Summary sentence
of the issue
(including applicable
control breakdown)
based on the results
of the review

Summary sentence
of realistic
impact/risk if the
issue noted persists

Summary sentence
capturing the
essence of
management’s
planned action

Sept 2020

Summary sentence
of the issue
(including applicable
control breakdown)
based on the results
of the review

Summary sentence
of realistic
impact/risk if the
issue noted persists

Summary sentence
capturing the
essence of
management’s
planned action

Oct 2020

Connect the POV to
strategic objective

Identify applicable strategic objective

Summary sentence
of the issue
(including applicable
control breakdown)
based on the results
of the review

Summary sentence
of realistic
impact/risk if the
issue noted persists

Summary sentence
capturing the
essence of
management’s
planned action

Nov 2020

Rating: . High

. Moderate

30



Sprint review

Inspect the POV and adapt the audit backlog's prioritization and content, if needed.

WHO

» Product Owner

* Scrum Master

« Audit Team

+ Audit Champion
 Audit Stakeholders

Key considerations:

Invite: Invite key stakeholders to the event.
Frame: Review audit POV and stories, if applicable.

Get feedback: Collect the response from stakeholders on
the work demonstrated.

Incorporate: Incorporate feedback into the audit backlog
for future sprints, or make the changes if all agreed and
small enough to implement.

WHAT

« Attendees collaborate on the next things that
could be done to optimize value; can be
facilitated by the PO or the team, or both.

« This is an event, not a status meeting, and the
presentation of the POV is intended to elicit
feedback and foster collaboration.

« The Scrum Master ensures the event takes
place and that attendees understand its
purpose.

« The Scrum Master assists everyone involved
to keep it within the time-box.

WHY

» Provides transparency to stakeholders on what

was and was not accomplished in the iteration

Allows the stakeholders to provide feedback
that may inform changes to or re-ordering of
the backlog

Enables the team to receive feedback directly
from audit stakeholders to improve
communication and transparency
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Retrospective

Like
Things that you have enjoyed

Lack

Things you have seen the team
doing, but you consider could be
done better

Learn

Things you have learned
that the team should be
aware of

Long for

Something you desire or
hope from either a team or
personal/role perspective

32



“What we did in 20 minutes
with the Audit Canvas would
have taken two weeks the old
way”

-Director, FS Company

“...the audit process eliminates unnecessary audit
work in areas where there are not likely to be
findings, allowing us to focus on higher risk areas.
Overall, we are pleased with the increased
efficiency and quicker feedback of our audits.”

- Controller, Insurance Company

/

[We] are already seeing the
benefits in the pilot
project... We're looking
forward to the completion of
audit by early July.”

- CAE, P&U Company

“| felt more tied in to what was going into the audits
because | had more frequent updates...the perfect
complement to an overall audit strategy.”

- Vice President, Insurance Auditee

\

o

“Team members are stepping
up and contributing in ways
we didn't know they were
capable of”

- Director, FS Company

all on the same page.”
- Director, T&E Auditee

)

\_

“| like the fact that the Agile framework provides for
regular feedback during the audit following each
sprint and that we don't have to wait until the end of
the overall review for Internal Audit's observations. In
this way, we get opportunities throughout the audit
process to provide input and reconcile any
information gaps at key junctures, ensuring that we're

~

/

4 )

“With the use of
artifacts such as the
Canvas and the POV,
as well as elevating
the stakeholder
communications to
one level below
executive team, we
have been able to
drive more meaningful
insights.”

- CAE, Global Retailer

“The biggest impact we have seen
since we engaged a coach is the
engagement and empowerment of
the team— teams have more
visibility into why they are doing
what they are doing, as well as risk
prioritizations.”

- Audit Scrum Master, Global
Retailer
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Thank youl!
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