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THE RISE OF RANSOMWARE

WHY ARE WE HERE?




THE TARGET

This Photo by Unknown Author is licensed under CC BY-NC-ND
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WHAT ARE WE UP AGAINST?

With the drastic change to the cybersecurity landscape, including the
ever-increasing adversaries we are up against, expect to see a 136%
increase in cyberattacks on businesses directly and indirectly. These
types of attacks may be comprised of the following:
1. Industry Based Collaboration

2. Nation State Attacks

3. Disinformation Campaigns

[HACKED]

Nation State Threat Actors
There will be an increase of
Nation State sponsored
attacks.

Disformation Threat Actors
There will be an increase of

Industry Based Threat Actors
There will be an increase of

, : disinformation as a service.
adversaries cross collaborating

with each other.
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TARGETED NATIONS
Bulgaria
I France

reland

SOIN SPUDIER

| TARGET INDUSTRIES

- Financial Services

Government

“Healthcare
Manufacturing
Media

_Retall

_Technology

ool
R4




FANCY [BIEAR <

TARGETED NATIONS TARGETINDU

Energy
Government
Media

Rerospace H':!-L_-':F:ll Lr_;.!;h,-f

H §fo@r

National Government

D 0 : Tar= | F’,j_rf

Iy
I

O

=

B



1) FAN

D)/A

TARGET INDUSTRIES

Academic

Manuiaeturing

Telecommunications
Technology

ol
4

PAGE °



TARGE
& A
[ | !
- C
I =
== G
n
I Ite
.

O

ENOMIOUS) BEAR

TAD IMOLCTDIC D
ARGET INBYSTRIFS

O

Academic
Government
Telecommunications

AErospace Defense

i e
R4



alhiy IE\J nRLvig

0C

AN BUIRRALD)

TARGET INDUSTRIES

Energy
FinancialServices
g Government
N ' A
p Manufacturing
Media
Philppines
b P Retail

oA Automotive
X Vietnam

Hospitality

Military

o)
R4

.H\JE°



STARDUST ClROLLIMIA

[ARGETINDUSTRIES

Financial Services

Technology

Cryptocurrency

o)
R4



ol
R4
COLBALT SPIDER

TARGETED NATIONS RGET INDUSTRIES

Einancial'$ervices

Retall

Food and Beverage

PAGE e



ol
R4

DEADEYE JACKAL

TARGET INDUSTRIES
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ADVERSARY SPACE NEUTRAL SPACE VICTIM SPACE

Two separate Russian espionage groups
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I « Scheduled exgcution
Implant * Unique encryption keys

(4] Sliently exfiltrates data TARGETED SYSTEMS

Operational
Infrastructure

© Installs onto

APT2B TRADECRAFT
« Remote execution
« File transmission
Operational * Keylogging

© Enables remote execution
Infrastructure
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_/C_/projects/403forBiden/wHiteHousE .baggageGatherings
_/C_/projects/403forBiden/wHiteHousE. LookUp
_/C_/projects/403forBiden/wHiteHousE.primaryElectionProcess
_/C_/projects/403forBiden/wHiteHousE.GoodOfficel
_/C_/projects/403forBiden/wHiteHousE.init
C:/projects/4@3forBiden/main.go
C:/projects/403forBiden/wHiteHousE /wHiteHousE.go

Signature Verification

Signed file, valid signature

File Version Information

Signers

— Hermetica Digital Ltd

Name Hermetica Digital Ltd

Status Valid

Issuer DigiCert EV Code Signing CA (SHA2)

Valid From 12:00 AM 04/13/2021

Valid To 11:59 PM 04/14/2022

Valid Usage Code Signing

Algorithm sha256RSA

Thumbprint 1AE7556DFACD47D9EFBE79BE974661A5A6D6D923
Serial Number 0C 48732873 AC8C CEBAF8FOE1E8329CEC

HERMETICWIPER
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"The only thing that we learn from new elections is we learned nothing from the old!"

Thank you for your vote! All your files, documents, photoes, videos, databases etc. have been successfully encrypted!

Now your computer has a special ID: —dle

Do not try to decrypt then by yourself - it's impossible!
It's just a business and we care only about getting benefits. The only way to get your files back is to contact us and get further instuctions.
To prove that we have a decryptor send us any encrypted file (less than 650 kbytes) and we'll send you it back being decrypted. This is our guarantee

NOTE: Do not send file with sensitive content. In the email write us your computer's special ID (mentioned above).

So if you want to get your files back contact us:
1) vote @ protonmail .com

2) st 02 4 @ protonmail .com - if we dont't answer you during 3 days

Have a nice day!

A 2022 SCENARIO THAT BROUGHT UPON A NEW RANSOMWARE
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PROCESSING
INTEGRITY

POLICY &
RULES ENGINE

REAL-TIME ALERTS &
NOTIFICATIONS

USER ACTIVITY
MONITORING

INFORMATION
SECURITY MANAGEMENT 16) Account Monitoring and Control

AUDIT &
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MANAGING
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o 1) Inventory of Authorized and
% Unauthorized Devices
IDENTITY & 20) Penetration Tests and 2) Inventory of Authorized
ACCESS CONTROL Red Team Exercises and Unauthorized Software
20 2 3) Secure Configurations for

19) Incident Response and Hardware and Software
Management
4) Continuous Vulnerability

Assessment and Remediation
18) Application Software Security 18

RISK ANALYSIS

AND PROFILING 5) Controlled Use of

) . Administrative Privileges
17) Security Skills Assessment and

Appropriate Training to Fill Gaps

6) Maintenance, Monitoring
16 and Analysis of Audit Logs

7) Email and Web

INSIDER THREAT Browser Protections

15) Wireless Access Control

DETECTION
8) Malware Defenses
14) Controlled Access Based on the 14
Need to Know o
9) Limitation and Control
13) Data Protection 12 10 of Network Ports
DATA LOSS 12) Boundary Defense 10) Data Recovery Capability
PREVENTION
11) Secure Configurations for

Network Devices





https://icxpporlamanipulacion.blogspot.com/2018/11/the-matrix-denunciando-la-dictadura.html
https://creativecommons.org/licenses/by/3.0/

ARE YOU PREPARED?

When was the last time your firm
tested and reviewed your IRP?
Was it in the past 6-months?

Do you have an incident
response plan (IRP) in place?

Is your firm actively participating
and/or conducting table-top
exercises?




THE SIX STEPS OF INCIDENT RESPONSE

PREPARATION ANALYSIS ERADICATION

@

DETECTION CONTAINMENT RECOVERY



CAN YOU RESPOND?

‘ ’ E{é] When was the last time your firm

tested and reviewed your
BCP/DRP?

Can your firm handle a
cyberattack? Can it handle
ransomware and a ransom?

When as the last time your firm
validated backups?



https://overbr.com.br/dicas/ataque-hacker-especialista-ensina-como-se-proteger
https://creativecommons.org/licenses/by/3.0/

WHAT IS THE PROCESS TO RESPOND TO RANSOMWARE?
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https://www.infosegur.net/blog/ransomware-que-es-y-como-evitarlo
https://creativecommons.org/licenses/by-sa/3.0/







TEST OFFENSIVE RESPOND
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VALIDATE DEFENSIVE CONTROL
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_5'. INSTRUCTION_FOR_HELPING_FILE_RECOVERY.TXT - Motepad2
File Edit View Settings I
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a1l your important f11ﬁ3 were encrypted on this romputﬂr

you can verify this by click on see files an try open them.

Encryption was produced using unique public key RSA-1024 generated for this computer.

TO dELF\pth files, you need to obtain private key.

The single copy of the private key, with will allow you to decrypt the files, is locate on a secret
server on the internet.

The server will destroy the key within 78 hours after encryption completed.

To retrieve the private key, you need to Contact us by email , send us an email your
DECRYPT-ID-

and wait for further instructions.

For you to be sure, that we can decrypt your files - you can send us a single encrypted file and we will
send you back it in a decrypted form.
| 10 Please do not waste your time! You have 72 hours only! after that The Main server will double your price!
11 E-MAILS ADRESS:
1z oceanm@engineer.com
12 oceanm@india.com

1
4

;ou have 27hours to pay s@oiusu to
the Bitcoin address

Personal information
Bitcoin address

Ooops, your files have been encrypted!

' Wana DecryptOr 2.0

O You became wvictim of the PETYA RANSOMWARE?

Wln( llappened to My Computer?

The harddisks of your computer have been encrypted with an military grade
encryption algorithM. There is no way to restore your data without a special
key. You can purchase this key on the darknet page shown in step 2.

Payment will be raised on
To purchase your key and restore your data, please follow these three easy

5152017 155808 steps:

Time Left ii : ‘ vour fi S 2
e - g 1. Download the Tor Browser at "https://wuu.torproject.orgs". If you need
help, please google for "access onion page
2. Visit one of the following pages Wwith the Tor Browuser:

Your files will be lost on

http://petya3?hStbhyvki.onion/N19fvE

5192017 155808 http:7//petyaSkoahtsf7sv.onion/N19fuE

Time Left
(= s Coe OO 3. Enter your personal decryption code there:
e S Tim Taewm he

Send $300 worth of bitcoin to this address

&

- 115p7UMMngoj1pMvkpHijcRAfINXSLL .
AT T ’ o o e e I If you already purchased your key, please enter it below.

Contact Us Rey:
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https://de.serlo.org/106801-ist-organisierte-cyberkriminalitaet
https://creativecommons.org/licenses/by-sa/3.0/
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THANKS FOR
LISTENNG

Ricoh Danielson, US Ay

Conbat Veteran and
muiti rotation operator.

Ricoh regularly consults
on sone of the nmost

newsworthy cyber
incidents

Contact Ricoh

480-747-5970
Nashville TN
ricohd@lstResponder-us
www.1stResponder-us

www 1stresponder-.us

KIMKOMANDO'

NEW YORK POST



