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WHY ARE WE HERE?

THE RISE OF RANSOMWARE
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This Photo by Unknown Author is licensed under CC BY-NC-ND

THE TARGET

http://paulojuniordicas.blogspot.com/2017/04/como-saber-se-seu-celular-esta-sendo.html
https://creativecommons.org/licenses/by-nc-nd/3.0/
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THE REALITY

An 82% Increase 

in Ransomware-

Related Data 

Leaks

As of 2021, there 

are 21 newly 

named 

adversaries

62% of Attacks 

are Malware-Free 

“Living-Off-The-

Land”

Financial firms 

have an 

incentive to 

pay ransoms

74% of 

financial firms 

reported one or 

more attacks in 

2021.

https://rpdnoticias.com/el-ransomware-crece-sin-freno-y-ya-es-la-mayor-amenaza-informatica-del-mundo/
https://creativecommons.org/licenses/by/3.0/
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With the drastic change to the cybersecurity landscape, including the 

ever-increasing adversaries we are up against, expect to see a 136% 

increase in cyberattacks on businesses directly and indirectly. These 

types of attacks may be comprised of the following: 

1. Industry Based Collaboration

2. Nation State Attacks

3. Disinformation Campaigns

WHAT ARE WE UP AGAINST?

Nation State Threat Actors

There will be an increase of 

Nation State sponsored 

attacks.

Industry Based Threat Actors

There will be an increase of 

adversaries cross collaborating 

with each other.

Disformation Threat Actors

There will be an increase of 

disinformation as a service. 
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LET'S MEET SOME ADVERSARIES...



PAGE 7



PAGE 8



PAGE 9



PAGE 10



PAGE 11



PAGE 12



PAGE 13



PAGE 14



PAGE 15



PAGE 16



PAGE 17

DARKSIDE & 

RAGNAR LOCKER
BLOCK FINANCIAL 

SERVICES

CASE STUDIES

CNA FINANCIAL

& INSURANCE 

FIRM

TACTICS, TECHNIQUES, & PROCEDURES
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HERMETICWIPER
A 2022 SCENARIO THAT BROUGHT UPON A NEW RANSOMWARE
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CYBER RISK FRAMEWORKS
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https://icxpporlamanipulacion.blogspot.com/2018/11/the-matrix-denunciando-la-dictadura.html
https://creativecommons.org/licenses/by/3.0/
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ARE YOU PREPARED?

When was the last time your firm 

tested and reviewed your IRP? 

Was it in the past 6-months?
Do you have an incident 

response plan (IRP) in place?

Is your firm actively participating 

and/or conducting table-top 

exercises?
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PREPARATION

DETECTION

ANALYSIS ERADICATION

CONTAINMENT RECOVERY
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CAN YOU RESPOND?

When was the last time your firm 

tested and reviewed your 

BCP/DRP?
Can your firm handle a

cyberattack? Can it handle 

ransomware and a ransom?

When as the last time your firm 

validated backups?

This Photo by Unknown Author is licensed under CC BY

https://overbr.com.br/dicas/ataque-hacker-especialista-ensina-como-se-proteger
https://creativecommons.org/licenses/by/3.0/
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WHAT IS THE PROCESS TO RESPOND TO RANSOMWARE?

https://www.infosegur.net/blog/ransomware-que-es-y-como-evitarlo
https://creativecommons.org/licenses/by-sa/3.0/
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THE THREE KEYS TO RECOVERY

TEST 

& 

VALIDATE

OFFENSIVE 

& 

DEFENSIVE

RESPOND 

& 

CONTROL
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https://de.serlo.org/106801-ist-organisierte-cyberkriminalitaet
https://creativecommons.org/licenses/by-sa/3.0/
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Contact Ricoh

www.1stresponder.us

THANKS FOR 
LISTENING
Ricoh Danielson, US Army 
Combat Veteran and 
multi rotation operator. 

Ricoh regularly consults 
on some of the most 
newsworthy cyber 
incidents.

480-747-5970

Nashville, TN

ricohd@1stResponder.us

www.1stResponder.us


