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DATA ANALYTICS HOW INTERNAL 
AUDITORS CAN USE 

DATA ANALYTICS

INTERACTIVE 
DISCUSSION/DEMOS

FINAL THOUGHTS QUESTIONS
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Data analytics in its broadest and simplest term is the science of 
analyzing raw data to make conclusions about that information.  

Advanced data analytics – the analysis of large volumes of data 
and/or high-velocity data, which presents unique computational and 
data-handling challenges.

Today

According to the 2022 IIA Pulse report, among those audit leaders who would spend more on 
technology, 68% want to invest more in data analytics.  



INTERNATIONAL 
PROFESSIONAL 
PRACTICES 
FRAMEWORK –
STANDARDS1

• STANDARD 1220 – DUE PROFESSIONAL CARE

• INTERNAL AUDITORS MUST APPLY THE CARE AND SKILL
EXPECTED OF A REASONABLY PRUDENT AND COMPETENT
INTERNAL AUDITOR.  DUE PROFESSIONAL CARE DOES NOT
IMPLY INFALLIBILITY.

• 1220.A2 – IN EXERCISING DUE PROFESSIONAL CARE INTERNAL
AUDITORS MUST CONSIDER THE USE OF TECHNOLOGY-BASED
AUDIT AND OTHER DATA ANALYSIS TECHNIQUES. 

• TECHNOLOGY-BASED AUDIT TECHNIQUES:
• ANY AUTOMATED AUDIT TOOL, SUCH AS GENERALIZED AUDIT

SOFTWARE, TEST DATA GENERATORS, COMPUTERIZED AUDIT
PROGRAMS,  SPECIALIZED AUDIT UTILITIES, AND COMPUTER-
ASSISTED AUDIT TECHNIQUES.  (CAATS)
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1The Institute of Internal Auditors International Standards for the Professional Practice of Internal 
Auditing (Standards)  Revised:  October 2016; Effective: January 2017
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INCREASED 
EFFICIENCY

IMPROVED 
ASSURANCE

INCREASED 
EFFECTIVENESS

RESOURCE 
DEPLOYMENT

COST SAVINGS CONTINUOUS 
AUDITING

GREATER AUDIT 
COVERAGE
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No defined 
project plan

No goal or 
objective

Time, 
money, 

expertise

Focus on 
software 
training

Scattered 
Analysis Early dive in Recreating 

the wheel No checkup

Over-
reliance on 
Technology
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Annual 
Planning Phase

Audit Segment 
Planning

Fieldwork Reporting
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Select and complete an audit or audit segment using data 
analytics.

Understand and know what is 
already available.

Reporting Tools
Data Sets (complete/accurate)

Create a dashboard that you 
can use during multiple phases.

Audit Planning/Planning Memos
Scoping
Fieldwork
Reporting



Past Due 
Investment/

Admin Reviews

Unique Assets

Non-approved 
assets

Fees

Investment 
Objective 

Compliance

Investment 
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Securities < C 
rating

Disbursements

Market Values
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Asset Class 
Codes

Security 
Transactions

Statements

Suppressed 
Transactions

Accounts/Fees 
by Officer

Uninvested 
Cash
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• Account Name
• Account Number
• Account Capacity Code
• Administrative Officer
• Investment Officer 
• Date Opened 
• Date Closed
• Date of Death
• Investment Review Frequency 

Code

• Last Investment Review Date
• Investment Authority Code
• Investment Objective Code
• Fee Plan Code
• Fee Discount
• Statement Frequency Code
• Last Statement Date
• Statement Mailing Address
• Investment Allocations



19

Example 1 – Annual Review Completion
Rule
1. Identify any accounts that have not had an investment review within the past year as of the date of the 

testing. 
2. Identify any accounts that have not had an administrative review within the past year as of the date of 

the testing. 
3. Identify accounts without an administrative review cycle.
Data Fields Needed
1. Annual Investment Review Date
2. Annual Administrative Review Date
3. Annual Administrative Review Frequency
4. Standard Account Information (i.e., account name, open date, account type, etc.).
Next Steps
1. What does this tell you? What would you do after you saw this feedback from the analytics?
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Example 2 – Statement Recipients 
Rule
1 . Identify customer accounts that are not set up to receive a statement
Data Fields Needed
1. Statement Recipients (name or yes/no)
2. Standard Account Information (i.e., account name, open date, account type, etc.).
Next Steps
1. What does this tell you? What would you do after you saw this feedback from the 
analytics?
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Example 3 – Investment Objectives for Custodial Accounts
Rule
1. Identify custody accounts with investment discretion or investment objective assigned.
Data Fields Needed
1. Account Type
2. Investment Discretion
3. Investment Objective
Next Steps
1. What does this tell you? What would you do after you saw this feedback from the 
analytics?
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Example 4 – Accounts with Asset Concentrations
Rule
1. Identify accounts w/ concentrations (assets above 10% of total holdings)
Data Fields Needed
1. Account Name
2. Account Type
3. Investment Objective
4. Asset Type Percentage (equities, fixed income, cash)
5. Access to Standard Asset Allocation Models (likely not part of data set)
Next Steps
1. What does this tell you? What would you do after you saw this feedback from the analytics?
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Example 5 – Security Ratings
Rule
1. Identify investment discretion accounts with a security rating of “C” or below and 
classification of security ratings for investment discretion accounts
Data Fields Needed
1. Account Type
2. Account Name
3. Security Name
4. Security Rating
Next Steps
1. What does this tell you? What would you do after you saw this feedback from the 
analytics?



24

Example 6 – Accounts without a Fee Schedule 
Rule
1. Identify any accounts that are not assigned a fee schedule/code 
Data Fields Needed
1. Account Name
2. Fee Schedule/Fee Schedule Block
Next Steps
1. What does this tell you? What would you do after you saw this feedback from the 
analytics?
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Example 7 – Zero balance open accounts
Rule
1. Identify any assets that do not have current market value. 
Data Fields Needed
1. Account Name
2. Account Number
3. Account Type
4. Account Open Date
5. Account Market Value
Next Steps
1. What does this tell you? What would you do after you saw this feedback from the 
analytics?
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Example 8 – Unapproved Assets
Rule
1. Identify discretionary accounts with non-approved list holdings
Data Fields Needed
1. Asset holdings list
2. Approved holdings list
Next Steps
1. What does this tell you? What would you do after you saw this feedback from the 
analytics?
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Example 9 – Trust Accounting System Users That are Not Employees
Rule
1. Identify any trust accounting system users that are no longer employed by the 
company.
Data Fields Needed
1. User Listing
2. Employee Listing
Next Steps
1. What does this tell you? What would you do after you saw this feedback from the 
analytics?

Within Excel:
Column 1 – User Names
Column 2 – Employee Listing
Column 3 – Employee Titles

Within Excel:
1. Highlight columns 1 & 2
2. Conditional Formatting
3. Highlight Duplicate Values

- Highlighted names in the user column ARE on the employee listing
- Un-highlighted names are users that are NOT on the employee listing.
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Core Skill for all Auditors

Good Documentation Still Required

Don’t be driven by the data

Storage of data



Don’t Be 
Afraid to 

Adjust Your 
Course
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